i b 1 _ga..a.t.t.t AA ac
LU yyryry FETL VL

Plataforma de Monitoramento & Testes IEC 61850

Workshop Cigré : “Subestacao Digital: Desafios e Perspectivas” / Cl
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p Plataforma de Monitoramento
Agenda:

» Composicao do Painel OMICRON

» Posicionamento das principais Solucdes de
Monitoramento OMICRON

» Detalhes dos resultados obtidos
p Testes Adicionais
» Roadmap OMICRON

» Conclusodes
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Painel de Monitoramento
OMICRON
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» Painel de Monitoramento

Arsenal de Monitoramento
proposto:

» StationScout
» StationGuard e MBX1
RBX1
o » IEDScout
» DANEO 400 MBX1
» OTMC 100p
» EMCON 200 .

— » CMGPS 588

» CMC 850 .

» Switches PTPv2 Transparentes para SB & PB

Ll
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» Resumo de Solucdes

T ——
CMC test sets Test Universe RelaySimTest

CMIRIG-B

EMCON 200 CMGPS 588 Protecao

OTMC 100p

Acessorios

IEC 61850 StationScout

DANEO 400 Testes &
— : Monitoramento

Cyber
Seguranca

I[EDScout

StationGuard ‘ZZ
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Posicionamento das
principais Solucoes de
Monitoramento OMICRON
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» CMC 850

» Equipamento para testes de protecao dedicado para

IEC 61850

» Foco em servigos de comunicacao de tempo real como
GOOSE e Sampled Values

» Controlada por Test Universe e/ou RelaySimTest

» Leve (1,7 Kg) e pequena (85 x 145 x 325 mm)

Interface de extensao '® o.
por ex., para CMIRIG-B -
® m Associate Porta

USB

Saidas de baixo nivel 1 - 6

=3
SB
D
LL out 1-6 "‘ ‘]
Saidas de baixo nivel 7 - 12 ,‘E\" l .
. ETH
12 .

2 portas Ethernet Gigabit independentes para

+ controle via PC

+ |[EC 61850 GOOSE e Sampled Values

» |EEE 1588 time synchronization (CMGPS 588, OTMC100p
ou qualquer outro GPS PTPv2 de qualquer fabricante)

» Certificacdo Kema/ DNV / TUV para a
publicacao de GOOSE e SV

OMICRON‘
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IEC-61850-environments-TU-sub-presentation-ENU.pptx

» EMCON 200
Conversor de midia Ethernet PTP Transparente

» Interconecta redes Ethernet de fibra Optica a redes RJ45 elétricas
» PTP Transparent Clock em conformidade com IEEE 1588 (PTPv2)
» Suporta velocidades de 100 MBit/s e 1 Gbit/s

» Alimentado via PoE ou USB

» Slot SFP desbloqueado para qualguer modulo Gbic de fibra optica
de qualquer fabricante

Transceivers SPF intercambiaveis
= Monomodo

= Multimodo

= Velocidade Fast ou Giga

! fyeygs
== l]lh
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» GPS IEEE 1588 / PTP grandmaster clock

» Antena e receptor GPS e Glonass integrados (24 canais)
» Alimentado via PoE e a prova d’agua (grau IP67)

» OMICRON PTP grandmaster clocks

> GMGPS 588 — “foguete azul”
GPS acessorio nao configuravel, suporta PTP power profile e é plug
and play para testes ponta a ponta com CMCs

> OTMC 100p - “foguete vermelho”
GPS totalmente configuravel e com suporte a varios perfis:

IEEE 1588 Default Profile

IEEE C37.238-2011-Power Profile

IEEE C37.238-2017-Power Profile

IEC/IEEE 61850-9-3:2016-Power Utility Profile
SNTP-NTP/SNTP Server (funciona em paralelo com o PTP)
suporta SNMP

vV V V V vV VvV

%%
* 0 OTMC possui versao industrial para instalacdo permanente em subestacoes 0M|CR0N‘44



» DANEO 400 (Gravacao, Analise e Supervisao de Redes IEC)

Interface USB 3.0 para
Interfaces para

pmcessanr\r\eﬂto memoria externa extra pe
ded'\Cado para : (ex.: HD externo de varios TB para gravacgdes de rede) acessorios
“ara ento
e
Su

4 saidas binarias
Interfaces de rede

3 portas Ethernet Gigabit independentes para

» controle via PC

+ |[EC 61850 GOOSE e Sampled Values

* |EEE 1588 time synchronization (CMGPS 588,
OTMC100p ou qualquer outro GPS PTPv2 de

qualquer fabricante) 10 entradas

Portas A e B suportam modo TAP analogicas / binarias
permite conectar o equipamento “em série” com qualquer
topologia Ethernet, investigacGes detalhadas e medigdes Medicédo analdgica de 40kHz

avancadas de laténcia, permite também conectar o
equipamento em topologias de anel como HSR ou RSTP

*Memoria interna de 60GB

Interface de controle USB N
SSD para gravacoes

Y
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IEC-61850-environments-TU-sub-presentation-ENU.pptx

» O oraculo de redes IEC 61850

» Medicao e Gravacao Hibrida de sinais convencionais (analdgicos &
binarios) e mensagens na rede de comunicacao

» Gravacao Distribuida com multiplos DANEOs sincronizados via PTP

» Verificacdo de comunicacao IEC 61850 baseada em arquivos SCL
(deteccao e comparacao)

» Observacéo ao vivo de valores digitais e de medil¢cédo IEC 61850
(Osciloscopio Digital)

» Analise de trafego sofisticada e alinhada no tempo
» Medicao de laténcia ou delays de propagacao (ex. para GOOSE e SV)

» Operacao Desatendida em instalacOes permanentes ou
semipermanentes

» Sniffer analisador de fontes de tempo IEEE 1588 (PTP) ; y /
» Supervisao do sistema e notificagao em caso de eventos . A
» Documentacé&o de resultados y

OMICRON
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P Sniffer PTP

» Constatacao de funcionalidade

» Deteccao de problemas

>

>
>
>

v v v v v

Not P2P.
Not layer 2 (IEEE 802.3).
The announce or sync interval is not one second.

No qualified master is available (e.g. due to dropped packets
in the network).

The announced accuracy of the master is not sufficient (within
500ns).

There is a peer delay conflict (peer delay messages from
more than one device on the same link).

Other possible errors which are indicated:

If VLAN tags are present when the power profile is used.
Parsing errors of PTP messages (“Packet errors” is not zero).
Wrong UTC offset (“UTC offset” is zero or invalid).

Rogue masters (multiple masters sending announce
messages although they should not according to the BMCA).
This can be detected if there

are multiple masters in the "PTP masters" list and all of them
are active (indicated with bold font).

Status Port Protocol Domain
© IEEE 802.3 0
v A IEEE 802.3 0

PTP source details

Mo peer-to-peer.

Delay mechanism
Announce interval
Sync interval

Other peers

Best master available
Packet errors

Mone
1s
1s

True

PTP Sniffer - DANEO MNO (DJ160G)

4 1@20-B7-C0-FF-FE-00-D3-22 (Best master)

Power profile GM 1D
Power profile version
MAC address

VLAN ID

VLAN priority

GM identity

GM priority 1

GM priority 2

GM clock accuracy
GM clock class

GM clock variance
Qualified

Alternate

TLV count

UTC offset

UTC offset valid
Leap 59

Leap 61

Time traceable
Frequency traceable
PTP time scale

Time source

a

2
20-B7-C0-00-D3-22
not present

not present
20-B7-CO-FF-FE-00-D3-22
128

5

WITHIN_T00_NS (0x21)
PRIMARY_REF_PTP (&)
18465

True

False

2

37

True

False

False

True

True

True

GPS (0x20)

Restart

Y
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P Sniffer PTP

» Registro de tudo o que acontece com relacao ao sincronismo

> Troca de master clock

> Alteracdo na precisdo anunciada

> Falhas em Geral, etc

e

A B File Tools

Measurement System

> J
Start Stop Clear

-l:f- Configuration

System Under Test

¥ Actions

Network Diagram

Supervision

Severity ° A 0
Delete all | Devices ¥ |Category [ [ [ QO Ve (1@

Recording

Acquisition1.dac - OMICRON DANEO Control

Observation

List exib

o pTP, GOOSE e SV

000000000

Date and time

28/11/2022 13:49:36,806
28/11/2022 13:49:11,797
28/11/2022 13:47:13,755
28/11/2022 13:47:13,752
28/11/2022 13:47:07,750
28/11/2022 13:42:39,524
28/11/2022 13:42:39,524
28/11/2022 13:42:36,640
28/11/2022 13:42:33,522
28/11/2022 13:42:24,093

- |Q
Device

DANEO MNO (DJ160¢C
DANEO MNO (DJ160C
DANEO MNO (DJ160C
DANEO MNO (DJ160C
DANEO MNO (DJ160C
DANEO MNO (DJ160C
DANEO MNO (DJ160C
DANEO MNO (DJ160C
DANEDO MNO (DJ160C
DANEO MNO (DJ160G

Category
PTP
PTP
PTP
Device
PTP
PTP
Device
PTP
PTP
Device

Type

Grandmaster accuracy changed

Synchronization lost

Synchronization established

Time change
Synchronization lost
UTC offset updated
Time change

Synchronization established

Grandmaster ID changed
Metwork port connected

Description

UNKNOWN (Oxfe) (WITHIN_100_N5 (0x21))

28/11/2022 13:47:13,755

37 s5(05s)
28/11/2022 13:42:36,640

2b7:clff:fe:00:d3:22
A

Y
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» Osciloscopio de rede

=% & H File Tooks

Time Signal 1

kB/s

Time Signal2 X +

Analysis1.dan - OMICRON DANEC Control

segunda-feira, 28 de novembro de 2022 14:48:08
100

DANEOC MNO (DJ160G) - 28/11/2022 14:48:04,916 « X [F'Y

Lan A AATETQ03MU_SMVID

Instantaneous values

m MUnnInnATCTR1 0,1265 kA
®  MUnnInnBTCTR2 -3,8467 kA
= MUnnInnCTCTR3 2,3115 kA
[[/m MUnRnInnNTCTR4 1,4087 kA *

A 1 32586s

DANECQ MNO (DJ160G) - 28/11/2022 14:48:04,916 = X

Lan B AATE1Q03MU_SMVID

Instantaneous values

m  MUnnInnATCTR1
= MUnnInnBTCTR2
= MUnnInnCTCTR3
[ = MUNnInnNTCTR4

0,1265 kA
-3,8467 kA
23115 kA
1,4087 kA

A 1 32586s

DANEC MNO (DJ160G) - 28/11/2022 14:48:04,916 = X

Captured traffic

Bytes/s

= A-GOOSE 1,1 kB/s
m A5V 691,2 kB/s
A-IPv4 0,0B/s
= A-Total 692,3 kB/s
m B-GOOSE 1,1 kB/s

N @

DANEQ MNO (DJ

Lan A AATET1QO03MU_SMVID

— 3 X

= Signal pool

= Lan B AATE1Q03MU_SMVID

v
MUnn.InnATCTR1

MUnn.InnBTCTR2
MUnn.InnCTCT...
MUnnInnNTCT... | ™

JL GOOSE

*2 Raw traffic

—
MILLISECONDS [ E _ n = 3,47655s

| |
 A: 32526 < [N
326

% Captured traffic

OMICRON
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p Caca fantasmas de rede

» Variedade de possibilidades de
deteccOes e alarmes personalizaveis

nnnnn on

LDANEO 409

Devices Severity

@ paneo MNO (D)160G) 1€ E

rror

[ ] A Warning
(] @ information

4 Advanced

1[I coose

[ 1 BY Sampled Values

[] 0 Time to live expired
[1€¥ Out of sequence
[] ° Parsing error

[ ] A Never seen
[] A Validity not ‘Good'
[] o Quality Test changed

(1@ pTP

(1€ Timeout
[1€) Out of sequence
[ 1€ Parsing error

[ ] A Never seen

[] A\ Validity not "Good'
(] @ Quality Test changed
(1@ Clock drift

[ ] #=#@ Device

[ € Synchronization lost

[ ] A Grandmaster accuracy changed
[] o Synchronization established
[] e Grandmaster ID changed
(1@ UTC offset updated

1€ Operation error
[ ] A Operation warning

[] o Power on

] @ Reboot on error

(1@ Time change

] @ Network port connected

[] o MNetwork port disconnected
Y
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» Encontra mensagens nio esperadas - ORFAOS

» ORFAOS : Qualguer mensagem GOOSE ou SV presente na rede e
nao definida em nenhum dos arquivos SCL da subestacao

4 %Sampled Values simulated (14)
v OMICRON_Overload1

v OMICRON_Overload11
v OMICRON_Overload12
v OMICRON Overload13

Dr. Fred Steinhauser, idealizador do DANEO (ha 10 anos)

A\ | [ VA
Voce () . 1o

- =
= DANEO Control

LY=X10¢ Il Search

=
o

do you know if "orphans" is a term invented by us to be used with Daneo?

d Steinhauser segunda-feira, 07:24

| have invented this term and I still believe it fits the meaning well.
It is also used in typesetting in a similar way.

DANEC Control - OMICRON Help

Finding orphans

Orphans are GOOSE and Sampled Values found
during sniffing that cannot be matched to an
existing GOOSE or Sampled Values in the |EDs of
the system under test.

To find orphans, click Find orphans. The Orphans
dialog opens and the sniffing starts automatically
if at least one device in Measurement System is
online and not already in an operating mode.

Orphans are listed in the Orphans dialog and
grouped in GOOSE and Sampled Values during
the sniffing process. Simulated orphans are shown
in a separate group and marked with a yellow
sub-icon (e.g., simulated GOOSE orphan: @). You
can select an orphan in the dialog. When you
close the Orphans dialog, the sniffing stops and
the details of selected orphan are shown in the
System Under Test view. All orphans are listed on
the Navigation pane and you can associate them
with an IED in System Under Test.




» Osciléografo de rede

» Reqistro paralelo da rede e de sinais
analdgicos

» Ferramentas proprias para analisar
registros

Recording

O o [ roc oo LA

1,00 s

+ [7] COMTRADE
“ DANEO MNO (D)160G) 28 CA\Users\Joalor0D0\Documents\OMICROMN\DANEO Control
3 v~ Analog
& L binary
> || = Traffic
A PCAP File name 2022-11-28-14-48-04
4 [v] DANEO MNO (DJ160G) 28 Data file type Binary v
A ] Resampling 40,000 kHz
B

[] Open COMTRADE in TransView
[] Open PCAP in IEDScout

(] Open PCAP in SVScout

[] Open PCAP in Wireshark

[] Open folder in Windows Explorer

Lockout Re-arming

Trigger

[ ] Unlimited [ ] Unlimited

400s 500s 0| times

DANEO Control

Analysis

Acquisition ‘

Y
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» Osciléografo de rede

» Regqistro
paralelo da
rede e de
sinais
analdgicos

» Ferramentas
proprias para
analisar
registros

a7 & B File Tools

Measurement System System Under Test Network Diagram Supervision Recording Observation
v O =
Arm Record Stop
=4 Signals  *& Traffic LI Trigger 15 Post-trigger @ Storage
Trafic filter
° DANED MNO (DJ160G) GOOSE destination MAC addresses IPv4 source IP addresses
O 01-0C-CD-01-00-01 ® None
® Mapped 01-0C-CD-01-00-02 Oan
O system 01-0C-CD-01-00-04 O System
QO Custom 01-0C-CD-01-00-05 O Custom

» 5 Messages

Acquisition1.dac - OMICRON DANEC Control

» DANEO MNO (DJ160G)

System 1

nnn

Signal pool

. %

System 2

01-0C-CD-07-00-06
01-0C-CD-07-00-07
01-0C-CD-07-00-08
01-0C-CD-01-00-09
01-0C-CD-07-00-0A
01-0C-CD-07-00-00

SV destination MAC addresses

Generic Ethertypes

JL Device

QAll

® Mapped
QO system

O Custom

O None 0x88f7
O an
(® Custom

“*= Raw traffic

OMICRON
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» Osciléografo de rede

» Regqistro
paralelo da
rede e de
sinais
analdgicos

» Ferramentas
proprias para
analisar
registros

w7 A K File Tooks

Time Signal

1 X +

Analysis1.dan - OMICRON DANEQ Control

DANEQ MNOQ (DJ160G) - 28/11/2022 14:48:04,916 = X
GOOSE

®  Goose Lan A

® GooselanB

on @

JL Goose Lan A

Status number

1 1624

Destination MAC address

Sequence number

DANEC MNO (DJ160G) - 28/11/2022 14:48:04,916

E AA1D1Q01Q1LDO/LLNOSGO$gch_switchgear

Time to live

4096 ms

01-0C-CD-01-00-01

JL Goose Lan B

E AA1D1Q01Q1LDO/LLNOSGO$gch_switchgear

Status number

Destination MAC address.

Sequence number

1 1624

Time to live

4096 ms

01-0C-CD-01-00-01

Application [D 1 Application ID 1
GOOQSE ID GolD GOOQSE ID GolD
DataSet reference AATD1QOTQILDO/LLNOSgoose switchgear status DataSet reference AATD1Q01Q1LDO/LLNOSgoose_switchgear status
VLAN ID VLAN ID
VLAN priority VLAN priority
MNeeds commissioning False Meeds commissioning False
Configuration revision 3000 Configuration revision 3000
Source MAC address 00-0C-60-00-30-31 Source MAC address 00-0C-60-00-30-31
Simulation False Simulation False
Entry time 28/11/2022 13:56:29,098 Entry time 28/11/2022 13:56:29,098
Receive time 28/11/2022 14:48:07,542 Receive time 28/11/2022 14:48:07,542
Number of DataSet entries 24 Number of DataSet entries 24
Name Type Value Name Type Value
[ XCBR1.Pos.stval Dbpos 01 [off] (I XCBR1.Pos.stval Dbpos 01 [off]
» [l XCBR1.Pos.q Quality Good » BT XCBR1.Pos.q Quality Good
B CiLo1.EnaCisstval Boolean True B CILo1 EnaCls.stval Boolean True
» B CILO1.EnaCls.g Quality Good » B CILO1.EnaCls.q Quality Good
B ciot.Enaopn.stval Boolean True B ciLo1 Ena0pn stval Boolean True
M - . WET-VE NN " - M - PTEPW N "
segunda-feira, 28 de novembro de 2022 14:48:07 MILLISECONDS
730 740 | 760 770 780
\‘ I II 1 II I I‘ I T 1 II I ‘I 1 \‘ I ‘I 1 1 [ II 1 ‘I I ¢ 1 II 1 II I 1 II 1 I 1 II I II 1 II ¢ | I N | Is
B: 2,8698 s
2,81 2,82 2,84 2,85 2,86

4 Comments

CH B-4s43ms

IN @

-3 X

o2 Signal pool

DANEO MNO
11 14:4

Lan A AATE1QO3MU_SMVID

Lan B AATETQO3MU_SMVID

JL GOOSE

“*2 Raw traffic

*= Captured traffic

I BT roceetss

OMICRON
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p Certificador de redes

» Se conecta
em qualquer
arquitetura,
HSR ou PRP

» Mostra
estatisticas e
erros de
GOOSE e
SV em
ambas redes
redundantes

» Encontra
mensagens
alheias ao
definido no

SCL
(mensagens
nao esperadas
ou orfaos)

5 & B File Tools

Acquisitioni.dac - OMICRON DANEQ Control

Observation

Measurement System

- B B g

Import SCL Add IED  Remove IED  Discover IED Remove

B aap1aosar

|IED properties
4 GOOSE
4 LD CBSW
G LLNO.GCB
4 Data Model
LD CBSW

Orphans

4 G GOOSE(14)
AATE1Q01BCUCB1/LLNOSG...
AATE1Q01SCUCBSW/LLNOS...
AATE1Q02BCULDO/LLNOSG...
AATE1Q02BCULDO/LLNOSG...
AATE1Q02BCULDO/LLNOSG...
AATE1Q02SCUCBSW/LLNOS...
AATE1Q03BCUCB1/LLNOSG...
AATE1Q03SCUCBSW/LLNOS
AATE1Q04BCULDO/LLNOSG...
AA1E1Q04BCULDO/LLNOSG...
AATE1QO04BCULDO/LLNOSG...
AATE1Q04SCUCBSW/LLNOS...
AATH1Q02Q1H1Q02/LLNOS...
BB_PROTPROT/LLNO$GOSgc...

4 SV Sampled Values (1}

AATETQ03MU_SMVID

i 5 Messages

System Under Test

Network Diagram

X Gl

Supervision

R 4

Verification Find orphans  Clear orphans

Recording

W

Addto IED Reset values

SV AATETQO3MU_SMVID A
4 Control block attnibutes ‘

IEDxMUnn/LLNOSSV$MSVCBxx
01-0C-CD-04-00-10

16385 (0x4001)
AATETQO3MU_SMVID

4800

Sample mode Samples per second

noASDU 1

Control block reference
Destination MAC address
Application ID

SV ID

Sample rate

IEDxMUnn/LLNO$PhsMeas
not present

DataSet reference
VLAN ID

VLAN priority
Configuration revision

not present
20001

Optional fields Gmldentity

4 Packet information

Source MAC address 20-B7-C0-00-79-D6

False

Globally synchronized (2)
Grandmaster clock |D 20-B7-CO-FF-FE-00-D3-22

Number of DataSet entries 16

4 Statistics

Simulation
Synchronization status

A B ETH
Receive time 28/11/2022 14:39:38,810 28/11/2022 14:39:38,672
Samples seen 33600 33600
Samples missed 0 0
Sampling rate 4,800 kHz 4,800 kHz
Last packet smpCnt=0 28/11/2022 14:39:38,000 28/11/2022 14:39:38,000
Clock drift (current) -2,58 ps -2,56 ps
Clock drift (since start) -416,00 ns -384,00 ns

Timed out False False

Signal pool

¥ DANEOQ MNO (D)1

System 1

System 2

JL Device

*= Raw traffic

Y
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» Medidor de laténcia de rede (transfer time)

Transfer Time
IED1 - Protegao At !
I—> Function Time

. . TO TF
< L
] > |
-:- GOOSEs ' '=
— P!
—) \ ,

b /
Novo

IED2 - Merging Unit

@ g ppp——— Deteccdo de mensagens duplicadas
@ .

O 100 MBit/s Portaem Modo TAP

':' sv. ST Medicso local ou distribuida
edicéo local ou distribui
._h T I i I

IED3 - Protecao x 100 MBit/s E A

1§ 0 0 [ |
. 1

L L LU V] TAP | 1000 Mbit/s v | ¥A .

®
: X 100 MBIt/s

e E .

Y
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p Certificador de MUs

» Depois de passar
certo tempo
exposta a
intempéries no e v
patio, minha MU -
segue com a
mesma

performance?

== W& W Fle Tools

Time Signal 1 Time Signal2 X +

DANEC 1 (DJ160G) - 12/08/2020 19:10:02,576 =
Calculations

DANEQC 1 (DJ160G) - 12/08/2020 19:10:02,576 =
Calculations

] Calculated

Ang VA Error
Ang VA Error %

-106,10 m*
-0,029 %

A 1418645

» Cumpre com a
precisdo A/D ﬁ H;;a

i Calculated

B Calculated

error_100%.dan - OMICRON DANEQ Control

DANEC 1 (DJ160G) - 12/08/2020 19:10:02,576 =
Calculations

DANEC 1 (DJ160G) - 12/08/2020 19:10:02,576 =
Calculations

il Calculated

/B Error % i \/C Error 218,28V
VB Error - VC Error % 0,076 %

A :41864s 6 A 141864 | 76

DANEC 1 (DJ160G) - 12/08/2020 19:10:02,576 =
Calculations

DANEC 1 (DJ160G) - 12/08/2020 19:10:02,576 =
Calculations
B Calculated
Ang VC Error
Ang VC Error %

-88,798 m*®
-0,025 %

Ang VB Error
Ang VB Error %

-81,95 m®
-0,023 %
A 418645 A 418645

T DANEO 1 (DJ160G) - 12/08/2020 19:10:02,576 =
; - Tensbes Analdgicas MU

\_f;”... m Tensdes Analégicas MU

(modulo e angulo)
segundo a
IEC61869-97 |

» Cumpre com o ??

VA e 40000 v RUNRRT RS
pr DANEO 1 (DJ160G) - 12/08/2020 19:10:02,576 =
: o V MU_A
_\JUO:II..UO'CTVTR3 =V MU_A
MUOT.UDTATVTR
MUO1.UDTBTVTR?

QpLHITNTVTRA 0°

tempo de

MUQ1.UDTCTVTR3
MUO1.UOTNTVTR4

BAGAAQLATMIRA

N @ _ 5 x

DANEQ 1 (DJ160G)
124

Correntes Analogicas MU

Tensoes Analdgicas MU

1 MU_A

VA 288,64 kV » -89,982 ©
VB 288,65 kV « 150,015 °

[ Phases  fmagl o |
[mag | o |

MUOT.UOTATVT...

[Muotuo1eTvT. fimag f o |
[ MuotvotcTv. fimag o |

[MU01U0INTY... fimag o |

JL Trigger

VC 288,63 kV ~ 30,016 °
VN 0,00 kV » -23,014°

B Calculations

288,33 kV - -89,876°
288,27 kV - 150,097 °
288,42 kV ~ 30,104 °
0,04 kV 13,282 °

conversao

|03 |u4 ‘05 ‘06

quarta-feira, 12 de agosto de 2020 19:10:10
07 ‘os ‘09 10 ‘11 |12 ‘13 ‘14 |15 ‘16 ‘17 |1a
T

quarta-feira, 12 de agosto de 2020 19:10:20 SECONDS
19 |20 |21 ‘22 |23 |24 |25 |26 |27 |23 |29 30 |31 FE

¢ B - 2ss3ss

analogico digital? : T '

[T L L B: 30,024 s |
15 20 25 30

4 Comments

» Cumpre com o
tempo de holdover
minimo?

*= Captured traffic

OMICRON




» Verificacao baseada em SCL

ool
comunicacao

presente na rede é

exatamente igual IEDs Server G &SV Result

ao definido nos lv] AA1D1Q01Q1 v v 9,

arquivos SCL AATH1QO1Q1 v ©

» Método de [¥] AATD1Q02Q1 v x .

comparacao AA1D1Q02Q2 v v @
AA1TD1Q03Q1 v v )
AA1D1Q03Q2 v v ®
AA1D1Q04Q1 v v 9,
AA1ID1Q05Q1 ! x '

L
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ao baseada em SCL

A | File Tools

» Verificag

Acquisition1.dac - OMICRON DANEC Control

Measurement System System Under Test Network Diagram Supervision Recording Observation

» Apresenta @ B B W X & R 4 « J
- Import SCL  Add IED Remove I[ED Discover |[ED Remove Verification Find orphans Clear orphans Override Reset values
d Ife ren gas H saipiaoial Defined Found

G AA1D1Q01Q1LDO/LLN0$GO$geb_switchgear A
4 Control block attributes 4 Control block attributes

AA1D1Q01Q1LDO/LLNOSGO$gch switchgear AA1D1Q01Q1LDO/LLNO$GO$gch switchgear
01-0C-CD-01-00-01 A 01-0C-CD-01-00-03

IED properties G AA1D1Q01Q1LDO/LLN0$GO$gch_switchgear

4 GOOSE

Control block reference Control block reference

Destination MAC address Destination MAC address

4 Sampled Values

Application ID 1 (0x0001) Application ID 1 (0x0001)
3. e GOOSE ID GolD GOOSE ID GolD
SV AATETQO3MU_SMVID DataSet reference AA1D1Q01Q1LDO/LLNOSgoose_switchgear_status DataSet reference AA1D1Q01Q1LDO/LLNDSgoose_switchgear_status
4 Data Model VLAN ID 0 VLAN ID not present
LD LDO VLAN priority 4 VLAN priority not present
LD PROTECTION Needs commissioning False Needs commissioning False
LD MEASUREMENT Configuration revision 3000 Configuration revision A, 5000

LD QA1
LD QB1

4 Packet information 4 Packet information

LD QB2 Source MAC address Source MAC address 00-0C-60-00-30-31
LD QC1 || Simulation H Simulation False
Entry time Entry time 28/11/2022 15:05:16,339

LD T3S181
LD T3T1P1

1
20
4096 ms
24

Status number Status number

Sequence number

Sequence number

Orphans Time to live Time to live

Number of DataSet entries Number of DataSet entries

4 Statistics 4 Statistics

A B A B
28/11/2022 15:02:09,519 |  28/11/2022 15:02:09,519

4 G GOOSE(14)
AATE1Q01BCUCB1/LLNO...
AATETQO1SCUCBSWY/LLN...
AATET1Q02BCULDO/LLNO...
AATETQ02BCULDO/LLNO...
AATETQ02BCULDO/LLNO...
AATETQO2SCUCBSWY/LLN
AA1E1Q03BCUCE1/LLNO.
AATE1Q035CUCBSW/LLN
AATE1Q04BCULDO/LLNO.
AATE1Q04BCULDO/LLNO...

¥ 9 Messages

Receive time Receive time

Packet count Packet count

Status changes seen Status changes seen
Status changes missed

Retransmissions missed Retransmissions missed

o o 9 o w

5
0
Status changes missed 0
0
0

Duplicates seen Duplicates seen

Time to live expired Time to live expired

A4 < . ass:

Signal peol

~ DANEC MNO

System 1

System 2

JL Device

JL GOOSE

Lan A AATETQO3MU_SMVID X

Lan B AATETQO3MU_SMVID X

I Calculations

“*=% Raw traffic

Y

OMICRON



» DANEOSs pelo Brasil

» GE Séao Paulo
» GE Reason

» ISACTEEP

» Furnas

» Siemens

» Enel

» MEZ

» Eletronorte

» WEG

» Eletrosul* (a ser entregue)

b etc

@ SE Nova Ponte (ISA CTEEP)
,. %%

OMICRON‘




» DANEOs pela América Latina

» CFE Meéxico | | ;
» Transelec Chile = —— = | =
» EPM Colombia — B -
» HMV Ingenieros Colombia

TAF @ Transelec Chile

» Controles Uruguai

» Southern Cooper Peru
» Transener Argentina

» Pro Energy Guatemala
» Siemens Peru

» Minera Escondida Chile
» Codelco Colombia

> etc

Y
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> MBX1

Design Ruggedizado

2x portas

Resfriamento sem EthergettG‘glab‘t » Conex3do Cyber Segura, Windows
“« . ” ~ ara controle . ~
ventiladores”, por conveccao b PC isolado da rede da subestacao

» Cripto Processador
P Simulacdo de dezenas de IEDs

P Capacidade de processamento
em tempo real

DC INPUT

» Licenca dentro do equipamento,

Lol G G Fonte com n3o fica presa a um PC
Ax Portas adaptador AC/DC
Ethernet
Gigabit

» Hardware portatil projetado para subestacdes digitais
IEDScout StationScout  StationGuard

P Suporta as solucdes de monitoramento e teste:

Y
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» RBX1

» Hardware de 19” Cyberseguro
(criptoprocessador) projetado para
instalacdao permanente em
subestacdes digitais

» Processamento em tempo real

P Suporta as solucdes de
monitoramento e teste:

IEDScout StationScout  StationGuard

|[=250V/8A

| Fail/Safe

USB
4x USB 3.0

Saidas Binarias

8 outputsin 2
potential groups |

vRede

4x 1 Gbit/s SFP + RJ45 as combo ports

4x 1 Gbit/s SFP Display '
Supports hardware time stamping for IEEE 1588 PTP | 1x HDMI |

HRede

1x 1 Gbit/s RJ45

Supports hardware time
stamping for IEEE 1588 PTP

Performance
Secure cryptoprocessor

| Passive cooling

Quad-core processor
with 16 GB ECC memory

512 GB storage
(~450 GB free)

Entradas Binarias
4 inputs in 2 potential
groups, CAT Il 250V

Fonte de Alimentacao

100 ... 240V DCand AC (+x10%)
48 ...60V DC (= 10 %)
(redundant supply opt.)

Y
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p IEDScout

IEDScout 5.12

» Baseado em dados SCL
» Descobertal/leitura de IEDs
» Mostra detalhes e descricoes

» Gera arquivos SCL

N
g = D

Open SCL y DiscoverIED‘ Simulate[ED‘

» Usado para testes

» Simulacao de IEDs
» Trabalha com Reports, GOOSE, MMS File Transfer, etc
» “Arrastar e Soltar” para o Monitor de Atividades
» Sniffer com filtros avancados para o StationBus

Start Browser Simulator Sniffer
= - ="
> =5 B B =
Start Pause Stop Clear | Auto Set Dump & Subscribe Import Export Copy IED  GOOSE Retrans. Report (/S Protocol
scroll time analyze GOOSE - error
Capture Analyze Import/Export Filter

L
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» IEDScout : Multimetro Digital com monitor online

Navegacao
entre
diferentes
IEDs
conectados B X E B
em paralelo

&, 0/ICRON TEDScout

Simulator

ppiNation

P141
IP address: 192.168.210.58

4 GOOSE
» LD System
4 Reports
» LD System
} Setting Groups
Files
4 DataSets
» LD System
4 Data Model
» LD Control
4 LD Measurements
LLNO
LPHD1
PriFtMLFR1
PriFouMMXUL
PriMMTRL
PriMSQIL
PriMSTAL
PriRmsMMXUL
SecFouMMXUL
SecMMTR1
SecMSQIL
SecMSTAL
SecRmsMMXUL
» LD Protection
» LD Records
» LD System

Sniffer

> Eu Bo @o o

IED  Subscribe Simulate = Read Read Write
properties GOOSE

Onlina

IED

all ~ indications DataSet Gfoups G

Vista de Detalhes,
DescricOes e Valores

s J B B, E,

B.
Clear fnable Gl Add  Sefting

Data Services

P141 - Data Model » Measurements = PriFouMMXU1

iFouMMXU1 Measurement

Mame
» i Mad
» i Beh
» B Totw
» B Totvar
» B3 Totva
» B TotPF
» B Hz
4 [ ppv
4 53] phsAB
a4 [ cval
4 mag

> MiCOM

v B ang
«Hq

Validity e
4 Quality Details !
Cverflow >
QutOfRange o
BadReference e
Oscillatory e
Failure L]
OldData e
Incansistent L]
Inaccurate L]
Source w

Test

OperatorBlocked
< [Mx]

LeapSecondsknown s

ClockFailure b

ClockNotSynchroni.

TimeAccuracy

» B units [CF

B3 db [CF] W
Status History
Description
[ A General Interrogation was enforced for Repert ‘P141System/LLNG.urcbAQL.

o Subscribed GOOSE of IED 'REDE7Q",

i’ Information

Description

Mode

Behaviour

Total real power in a three-phase circuit
Total reactive power in a three-phase circuit
Total apparent power in a three-phase circuit
Average power factor for a three-phase circuit (per unit)
Frequency

Phase to phase voltages

Value of phase A to phase B measurement
Deadbanded complex value

Deadbanded value

Angle between phase voltage and current
Quality of the attribute(s) representing the value of the data

Timestamp of the last change in one of the attribute{s) representing the valu...

Units of the attribute(s) representing the value of the data
Deadband

¥ Details
¥ Descriptions

| Navigation
¥ Monitor

Default layout i Browse layout
Show

Activity Monitor

Bl p141
Value A
on
on 8 control/CB1XCBR1.Pos
228

o

228

1 cos(phi)

50

220 £ 0%; 220 - -120%; 220 » 120°
220.0°

220.0°

220

good 8 system/LPHDLPhyNam
good

[ r1415ystem/LLNO.urcbAOL
false STl x
. true; forward
false [53 Protection/OcoPTOCLStr B!
false
o [ r1415ystem/LLNO.gcbO01
false

true
false
false [ ../0coPTOCLStrgeneral @) (B ../OcoPTOCLOR.general
rocess

s Bl reoe7o
false
false 1

2021-11-04 11:19:34.520

[ ... S¥S/ALGOSLConfRevNum
false

false

2.168.210.100

false
10ms - TO

|| Polling: [15 -

[ system/LPHD1 PhyHealth

[ ...ements/pricounivixuLpey 1| |BR] ..ements/PriroummxuLphv |

[ Protection/OcpPTOCLOp Bk,

"l Aa1D1003A1 OMIOLDOAL...

(S .. om3zsys/alTMs1 Tmsec || (B .. OMI325YS/ALGOSLSimSt |

=y

false

false

10ms-T0

L TMSLTmSrct TimeAccuracy wia

23 information

—
1| E¥ control/xswi3.Pos

[ System/LLNOMod

[ ...tion/vipPhsPTOVLOP

Monitor de Atividades
Pode usar diferentes
protocolos (GOOSE, Report,
Pooling Direto, etc)

— @ X

O e

9

aX s
1 |[E controlxswi4.pos 1

220 .0°

[ .../PriFouMMXULPRV.phsAB |

600 2 0°

[ - ts/PriFouMMXUL ALphsA

228

[ ..ements/prirounmixuial 1| (B ..ents/prirounmxuLTotw 1

on

1 |E Records/RDREL Fithlum !

k&
[x]

=T

false

2.1 B Protection/EfdPTOCLOD 2.1
ey <}

false

@| B .toPnsPTOVL Strgenersl @/ (B .. tpPhsPTOVLOD.Oeneral @,

)‘Q

OMICRON_CMC 430 :

[ ..325vS/ALGOS L LastStNum 1| |[E§ ..M1325Y5/ALGOS1.GoCBRer | ([ ..325Y5/ALSVS920L.5vCBRef |

good

B . 325¥S/ALTMS1 TmSrcq !

100% |- +

A 0 wamings | % 0&mers
Code Time
REPQ0005 13:02:51 ry
DAT00021 134 -

L

OMICRON
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p StationScout

b ferramenta para monitoramento da rede IEC 61850,
observando a subestacdo como um todo

b ferramenta para testes de controle automatizados
usando mensagens IEC 61850

b ferramenta para testes de sinalizacdo SCADA
automatizados

» StationScout simplifica o monitoramento e de automacao, controle e comunicacao
em sistemas de automacao de subestacoes (SAS)

» Status overview: visualizacao clara da cumicacéao IEC 61850 de acordo como 0s
arquivos SCL, valores e estados

» Signal tracking: permite desde uma viséo geral até o detalhe de atributos de
comunicacao ou até mesmo deteccao grafica de falhas

» Cyber security: o hardware BX dedicado garante operacao cyber segura

» Simulacao: funcoes de simulacao simplificam testes e comissionamento, IEDs
fatantes ou IOs podem ser simulados

» Definicdo de nomes proprios: permite manuseio de equipamentos IEC 61850 de
forma confortavel ao inves de usar as abreviacOes do Datamodel dos IEDs

» Testes Automatizados: planos de teste de controle ou de sinalizacao para Scada

podem ser executados automaticamente \w

OMICRON



» StationScout: Diagrama Zerofilar

» Andlise de todos os enlaces de comunicacao a partir de arquivos SCL
» Diagrama Zerofilar criado automaticamente

IR S~ | Fie

System diagram

Projectl.acc — OMICRON StationScout

N S

[—
446 R [sv

I
[}
[}
[}
[}
[}
[}
[}
4 |ED functions

4 Details

Status:
Vendor:
Model:

Ready
ACME
PROTEC 400
Hardware version: 8AK86-AAAA-AAD-0AAAAD-ABOT...

Software version: v0.123

O - o

A Watchlist

AA1D1Q03Q1
Controlador de Bay Q03 - ...

2 = = =
BB PROT HMI PCPQST RTU1 RTU2 » Access points
T 1 1 . ’
i 99 Simulation m

4 Test cases

To add a new test case, click 4 on the top right.

+

Live status () Off

ﬂ ! IEDs ||# gm===mmm e 7t Sttt ettt itttk » Protection
|
1 1 1 1 1 i 1 1
I
H \? \’ H 1 \’ \T E \? \ H \’ \? » Control
AAID1QO1Q1T QB1 QB2 AAID1Q02Q1 : QB1 QB2 AA1D1Q03Q1 QB1 QB2 AAID1Q04Q1 QB1 QB2
|
+ » Interlocki
" H % % % nterlocking
[}
¥ ‘_____J ¥ | ¥ ]
I
QA1 i QA1 1 QA1 QA1 » Measurement
1 4 4 4
2_ H \-i- E :. " > » System
Qc AAID1Q02Q2 Qcl AAID1IQ03Q2 Qc
L - 4 Communication
w w EEEEEEEENEENEEN
i [wg nE | ® |us
QB9 QB9 . ] ot Sending
4 4
i i » E CONTROL/LLNO.gcb
ac ac » [ CONTROL/LLNO.brcb01
» 2 CONTROL/LLNO.breb02

& 1453

[] BAD68N

OMICRON
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P StationScout (dados de Logical nodes de superviséo)

» Supervisao automatica de dados sistémicos importantes, LGOS, SLVS, LCCH, LTIM, etc

Tf@ H S~ - Fie Projectl.acc - OMICRON StationScout = * @ —ER

7] 3 - ?
= System diagram @EEE i= Overview 2 Watchlist

i AATEIQO4BCU
“-3' » Control
» Interlocking F e"r
..rver_Primary ...er_Secondary J: Meastrement Pooling 5 en ta A
» Automation todos OS s autom 'tlva!
4 System L S de Su atho e’n
Logical device LN Local control pe"V is é’ o
Logical device LN ABB
=E1 - 110kV - 110 kV Physical device information Ok
Supervision of GOOSE subscription Receiving
Supervision of GOOSE subscription Receiving
Supervision of GOOSE subscription Receiving
Supervision of sampled value subscription Not received
AATE1Q02BCU Supervision of sampled value subscription Receiving
% % A Time master supervision 1 20B7COFFFEO0D322
\Y @ \i Access point diagnostic for redundant Ethernet ports s1 _
Qo QA1 & S Channel live
Access point diagnostic for redundant Ethernet ports S3
i 1 g Channel live
= ¥ Y e
AATE1Q02MU1 Qci QC2 : : : bk 4 Communication
L | 4 Sending
8 + = |51 LDO/LLNO.ConvTripGOOSE A
Livestatus (On @ @ 2033 [] AKo31G ‘gg
o o : : - POR 2029 OMICRON
m /O Digite aqui para pesquisar cﬂ‘ PTB2 29/11/2022 I



p StationScout Ferr,

» Mostra agora que o IED esta subscrevendo um SV em modo simulacao

B B S - Fie Projectl.acc - OMICRON StationScout

L] = = : =
= System diagram Eana i= Overview 2 Watchlist

i AA1E1Q04BCU

A RET670_Q04BCU

4 |ED functions
= o Su .~ Yec
ELIPSE SAGE ..rver Primary ...er Secondary ‘ I pervlséo ada LN de

» Interlockin OS d e
t ? et, Con
» Measurement alhes d hecer

» Automation pOSSiVeI f cada

» Protection

4 System
=E1-110kV - 110 kV
Logical device LN Local control
Logical device LN ABB
Physical device information Ok
A Receiving simulated GOOSE/SV
A I!&l \{- 4 Supervision of GOOSE subscription Receiving
A =) ¥ s ision of GOOSE subscripti Receivi
—— upervision o subscription eceivin,
AATEIQ02BCU | [EVNISITYEIETN | AATEIQOSBCU QB1 QB2 R g g
Supervision of GOOSE subscription Receiving

Supervision of sampled value subscription

)
®
8

1
1 ------ +-' Qo0 1 | —— Supervision of sampled value subscription
e = ] s -
g( !& : ( i i — A Time master supervision 1
Ax 99 Ax = h o b el - Access point diagnostic for redundant Ethernet ports s1 .
AATE1Q02MU1 AATE1Q04MU1 AA1 E1Q05SCU1 QC Qc2 Hjmma:. Channel live
LILJL
: alw Access point diagnostic for redundant Ethernet ports S3
1 Channel live
L A R o J + - |5

Livestatus (On @ @ 2037 [] AK031G "4 '4
: ; OMICRON

1 / = \ POR 20:33

/O Digite aqui para pesquisar 1i : 9% e ~ m Z D) Cﬂ'

PTB2 29/11/2022



p StationScout

} | n d icag é.o i Projectl.acc - OMICRON StationScout # @ _ g x

gré_flca de falha oy Sterdizgran] i Overview 2 Watchlist

s < E§ AniD100101
de : ~ P AAT - ITAIPU E e
comunicacao 4 Detais

Status: Connection to IED established

Vendor: ACME

- F,
» Por analise da :

Hardware version: 8AK86-AAAA-AAD-0AAAAD-ABOI...

re d e m Software version: 20210923

=
PCPQS1 4 Access points

» Por indicacéo o

dos Logical
Nodes de

192.168.1.150

#5 Simulation

4 Test cases

=002 - Linha t=Lera =Q03 - Linha Tijuco Preto

To add a new test case, click + on the top right.

Monitoramento
dos IEDs . R B,

AA1D1Q02‘Q1

Equipment IEDs l Equipment Ds Equipment

Q 4 |ED functions
A

AA1D1Q03;O1

B -

S

4
] =8
i i QB2 AAID1Q0401 » Protection
Connection to IED established

} O O pe rad 0 r + StationScout is not receiving GOOSE c?rr\ectly.
nao precisa ser g o
u m AAID1Q020Q2 AAIDIQ0302 » Measurement
especialista
para notar uma & Sending
pOSSI’VGl fal ha 4| »[@ o/LLNO.geb_switchgear

(%) Subscribing GOOSE (11/12)... Live status @) & 1455 [ 1 BAD6BN

» Control

8

L

2 I

2 i

» Automation

S

w
2

©

4 Communication

g I+

w0

L iw

w

Y
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p StationScout

™ |8 SN-/ - Fe

System diagram

AA1 - ITAIPU

Projectl.acc - OMICRON StationScout

=A

BB_PROT

=
PCPQST

=QO02 - Linha Itabera

-Q03 - Linha Tijuco Preto

/1
AAID1Q0101

Q’h Subscribing GOOSE (11/12)...

Connection to

IED established

Equipment

L

+ Subscribing IEDs are not correctly receiving

GOOSE.

=

AAID1Q02Q2

=

AA1ID1Q03Q1

=

AAID1Q03Q2

Equipment

=N Y

AAID10Q0401

]
QA

1

» Subscritor indica falha GOOSE (monitoramento automatico LGOS e LSVS)

4 Details
Status:
Vendor:
Model:

Hardware version: 8AK86-AAAA-AAD-0AAAAD-ABOT...

™ ® - o

# Watchlist

Connection to |ED established

ACME
PROTEC 400

Software version: 20210923

X

4 Access points

»¥ Pl

192.168.1.150

#8 Simulation

4 Test cases

To add a new test case, click 4 on the top right.

4 |ED functions

» Protection

» Control

» Interlocking

» Measurement

» Automation

4 Communication

oty Sending

» [ LDO/LLNO.gcb_switchgear

Live status

& 1454

[ BAO68N

OMICRON
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p StationScout

» Descricao detalhada do diagnostico da falha
L

File Projectl.acc - OMICRON StationScout

H S~

System diagram

AA1 - ITAIPU

PN
4 CO‘

o qnost
piad’

=
RTU2

=
PCPQST

=
RTU1

&J,

BB_PROT

HMI

1 |_qo2-Linhaltabera —Q03 - Linha Tijuco Preto

=Q04 - TF2

IEDs l Equipment IEDs 1 Equipment IEDs 1 Equipment IEDs 1 Equipment
1 1 1 1 1 1 1 1
YA YA B, ¥ ¥ B, ¥ ¥ B, ¥ %
. o o - QB2 AAID1Q02O1 QB1 QB2 AA1D1Q03O1 QB1 QB2 AAID10Q0401 QB1 QB2
Connection to IED established
+ StationScout is not receiving GOOSE correctly. * * *
s ¥ ¥ )
QA1 QA1 QA1 QA1
L L L 4L
s &y Y &y )2 A
= - " = » = o]
Qcl AAID1Q0202 Qcl AAID1Q030Q2 Qcl
L L
Y Y
QB9 QB9
4 4
v v
Qco Qco
s + = |5

(=% Subscribing GOOSE (11/12)...

# O - o x

# Watchlist

Overview

AA1 1

C A LDO/LLNO.gcb_switchgear

! GOOSE warning

+ Received VLAN ID 1" does not match VLAN ID '0f
defined in SCL file.

+ Received destination MAC address
'01:0C:CD:01:00:03" does not match destination
MAC address '01:0C:CD:01:00:01" defined in SCL
file.

+ Received configuration revision '5,000' does not
match configuration revision *3,000" defined in
SCL file. Imported SCL file is not up to date.

4 Details

Status: GOOSE warning

Enabled: True

Control block reference:  AATID1Q01QILDO/LLNOSG...

Destination MAC address: 01:0C:CD:01:00:01

Application ID: 1(0001hey)

GOOSE ID: GolD

Dataset reference: AA1D1Q01QILDO/LLNOSg...
VLAN ID: 0 (000hey)

VLAN priority: 4

Configuration revision: 3000

Live status

Entry time: 2022-11-28 15:05:16.339-0...
Status number: 1

194

Time allowed to live (ms): 4096

Remaining time to live: c

Sequence number:

4 Communication

1y Subscribers

& 1455

Live status £ @ [] BADesN

OMICRON
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p StationScout

» Indicacao clara e grafica de problemas de sincronismo de tempo

AA1 - ITAIPU

B,

AAIDIONOT

ARG

EL

AnDIGUG2

i
4
a8

&
$

aai

B4
hd

ac

-

3 4

AMDIGOIG2

AAIDI0401

Projectl.acc - OMICRON StationScout

B

ARG

i= Overview # Watchlist

<

4 Communication
i Sending

» [d CONTROL/LLNO.gch

4 Associated signals

QAT: Intertravamento

QA1: Habilitado para Fechar
True

QA1: Habilitado para Abrir
True

=001 - TFILV

AATHIOIIO

o .
5% Subscribing GOOSE (11/12)...

AatHIQU2

AA1D1Q03Q1CONTROL/CSWI4.Pos.stVal
QA1: Posicdo do Controlador de Chave

Value: Closed
Quality: Good
Time: 2022-11-28 15:14:32.985-03:00
Accuracy: Unspecified
/A Clock not synchronized
Status: 4 Real signal

Al: Controlador de Chave

QAQ: Posicdo do Controlador de Chave

Al: Religamento Automatico

QAT: Operagdo
False

QA1: Status do Religamento
Pronto
QAT Verificagdo de Sincronismo
QA1: Desbloqueio
True

QAT: Disjuntor

I QAT1: Posigdo do Disjuntor

Live status £ @

& 1458

(© 13:56:29

(© 13:56:29
s ¥

A 15:14:32

(© 13:56:29

(© 13:56:29

(© 13:56:29

A 15:14:32

[ BAO68N
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Y



p StationScout

» Indicacéao clara de problemas nos bits de qualidade

AA1 - ITAIPU

B,

AAIDIONOT q ARG

EL

AnDIGUG2

£ B

3 4

AMDIGOIG2

Projectl.acc - OMICRON StationScout

B

ARG

i= Overview # Watchlist

<

4 Communication
i Sending

» [d CONTROL/LLNO.gch

4 Associated signals

QAT: Intertravamento

QA1: Habilitado para Fechar
True

QA1: Habilitado para Abrir
True

IA.M D1Q02Q1CONTROL/CSWI4.Pos.stVal
QA

1: Posicdo do Controlador de Chave

Value: Bad state

Quality: A Invalid, Out of range, Old data,
Failure

Time: 2022-11-28 15:15:25.404-03:00
Accuracy: = 10 ms (T0)

=001 - TFILV

AATHIOIIO q z AatHIQU2

Status: 4 Real signal

DAT: Controlador de Chave

x QAT: Posicdo do Controlador de Chave
+ @ A4

DAT: Religamento Automatico

QAT: Operagdo
False

QA1: Status do Religamento
Pronto
QAT Verificagdo de Sincronismo
QA1: Desbloqueio
True
QAT: Disjuntor

* QAT: Posicdo do Disjuntor
A

Livestatus (On @ @ 14:59

(© 13:56:29

(© 13:56:29
s 3

(© 15:15:25

(© 13:56:29

(© 13:56:29

(© 13:56:29

(© 15:15:25

[ BAO68N

OMICRON

Y



p StationScout

» Indicacao clara e grafica de modo Teste / Blocked / Test-Blocked de certo Logical Node

Projectl.acc - OMICRON StationScout

A Tl = Overview 2 Watchlist
oo

AATH1QO1QON

);( Trafo TF1 LV - Bay Q01

AA1 - ITAIPU #9 Simulation

4 Test cases

To add a new test case, click + on the top right.

4 |ED functions

4 Protection

. Sobrecorrente Temporizada 1800 A
— - — - — Para Frente

&, ) 9 Bl . Trip de Protecdo Trip Mono/Tri

asoianal < asizigozan c anDiqoH c AnIDIO04QT < asoidosa
4 Control

= . B QCY: Controlador de Chave

AnDIGUG2 : AMDIGOIG2 : AsiDngsa2

QA1: Controlador de Chave

QB1: Controlador de Chave

QB2: Controlador de Chave The function is in mode 'Test'

QA1: Disjuntor

AatHIQU2

QC9: Chave de aterramento

QB1: Seccionadora

QB2: Seccionadora

L+ L o

» Interlocking

Y
OMICRON
Live status (On @ @ 14:55 [_1 BAD&8N




p StationScout

» Supervisao dos LNs de sincronismo de tempo

T‘a H S~~~ File Projectl.acc - OMICRON StationScout

|77, | | - .
f Overview Watchlist
— System diagram o

- AATE1Q02BCU
i

. |

! GOOSE warning
« Clock error reported by IED: Issue with IED's time synchronization settings possible.

DT —

= =

ELIPSE SAGE ...rver_Primary ...er_Secondary Status: GOOSE warning
Enabled: True
Control block reference: AATE1Q02BCULDO/LLNOSGOS$DigTripGOOSE
Destination MAC address: 01:0C:CD:01:00:22
Application ID: 34 (0022hey)
GOOSE ID: AATE1Q02BCULDO/LLNO.DigTripGOOSE
Dataset reference: AATE1Q02BCULDO/LLNOSDigTripGOOSE_DS
=E1- 110kV - 110 kV VLAN ID: 5 (005hex)

VLAN priority: 6
Configuration revision: 1
Live status
Entry time: 2020-10-07 04:38:37.271-03:00
Status number: 24

- —y- Sequence number: 610

AATE1Q02BCU AATET1QO04BCU AATE1QO5BCU QB1 QB2 . .
Time allowed to live (ms): 4400
& Remaining time to live: c

-t
®
Q..{x-

4 Communication

B c s | B le=
E;;; f _:9 B;": j;_ i_ T L Subscribers
AATE1Q02MU1T AATETQO4AMUT AATET1QO5SCU1T Qc Qcz : : : o & amEiQoascy
L0
4 Transmitted signals
+ - |5

Single, two or three pole tripping logic
Live status (On @ @& 2028 1 AKo31G ‘gg
s OMICRON

/O Digite aqui para pesquisar r y : on A b Cﬂ‘



p StationScout

» Supervisao detalhada de Mode, Beh, Sim, com opcéo de controle

Tta H S~~~ File Projectl.acc - OMICRON StationScout

¥ W/}E_lﬁ = Overview 2 Watchlist

AATE1 (V)
< > @t

— System diagram

i

D Logical device LN
J ]

4 Details
Value: ABB
—_ = Category: System
Behavior: Oon

ELIPSE SAGE ...rver_Primary ...er_Secondary

I ] 4 Test cases +

To add a new test case, click + on the top right.

4 Communication

ot Sending

=E1 - 110kV - 110 kV

» [[Z: LDO/LLND.Operation01

=Q02 - Bay 0... m » & LDO/LLNO.Operation02
2 LDo/LLNO.Operation03

IEDs IEDs { IEDs Equipment B LD0/LLNO.Operation04
E El L 1 R LDo;LLNo.oPaaﬁonos

34 A 2D Y Y % LDo/LLND.Operation06
AATEIQ02BCU | AAIEIQO4BCU | AAITEIQO5BCU QB1 QB2 2 Loo/LLNo.Operation07

LDO/LLNO.Operation08

1 g — / 4 Associated signals

-t
®
Q-d’x-

S— L L Logical device LN
= e/
E}g(’ . -:@ B;§ :2_— \:!: DR on LDO - Mode
AATE1Q02MU1 AATETQO4AMUT AATET1QO55CU1 Qc Qcz : : : ke 4 © 04:41:51
L L LDO - Behaviour
en ® 04:41:51
Livestaus (On @ @ 2034 [] Ako3iG ‘Zg

OMICRON

. & £ f POR 20:30
igite aqui para pesquisar i e A~ i & ]
/O Digite aqui para pesquisar ! Cﬂ PTB2 29/11/ .



p StationGuard

» Deteccao de Intrusdes e Monitoramento Funcional

» PASSIVO

4

Mirror-Port do switch da subestacao ou Network
TAP

Nenhuma interferéncia na comunica¢ao do Station
e Process Bus

Sem bloqueios de comunicacao (IDS)
Apenas alarmes

Também usa o diagrama Zerofilar

Integracao nos sistemas SIEM
» Usando o protocolo syslog e plug-ins

Integracdo em sistemas de tickets / ordens de
servigo

» Usando plug-ins e fun¢des de exportacdo

Integracao em sistemas SCADA usando saidas
bindrias, MMS ou SNMP

» Maneira facil de colocar o status do IDS na sala de
controle

=)

BB_PROT

oo
=~

HMI

[m]m]
oz
PCPOST

2

2

(mm
(==
RTU

oo | =
B

RTL2

=

IDS

Porta espelho

CYBERSECURITY
FRAMEWORK
VERSION 1.1

Principio Operativo O

OMICRON

Y


https://www.omicronenergy.com/en/products/stationguard/
https://www.omicronenergy.com/en/products/stationguard/

» A solucao StationGuard

GridOps &
» GridOps _

> Dashboard de _ = » VBX1
gerenciamento de Lol b Possibilidade de
sensores RBX1 - instalacao do

> Alarmes intuitivos Central Management System Slt :tt;?grcr;nuaasrd em

» Gerenciamento de gxistentes usando
vulnerabilidades maquina virtual

StationGuard Sensors

I . -y | T

RBX1 RBX1 VBX1

Power Plant Substation Control Center MZ

OMICRON



» Deteccao de Intrusoes IDS
» StationGuard Inspecdo Profunda de Alarmes

» DEEP PACKAGE INSPECTION (verifica o conteudo do layer de Aplicacdo)

4 Alerts
Cr, - A
A (] A < >
Test PC NUC
OSl Layer Example for Protocol / Technology Component Test PC » AATD1QOIQT
| Switching command on t
@ — "AATD1QO1QIQAT/CSWIT.Pos. o -
® Presentation o (© 1 minute ago
syntax layer, encryption, authentication :
. AA1 B ITAl PU Help ID: + COMM_CONTROL_SWITCHGEA...
@© Session Session, RFC 1006 -
synch / send to ports, connection management ’ Network interface: D
T = Created: 2022-08-05 23:39:20.559-03:00
ranspo
@ " dtoend RS, GOy Gl TCcp Updated: 2022-08-05 23:39:21.225-03:00
Occurred during No
@ Ne;:;ts routing and switching P Router maintenance:
= Network traffic: @ Pcap recording in progress...
Data Link
Ethernet Switch =/ = =/ =/
@ frames, data flow control % Q @ (] (v] Switchgear: AATDIQO1QIQAT/CSWIT.Pos
BB_PROT HMI PCPQS1 RTU1 RTUZ . I
@® Physical Coax, Fiber Optic Cable, Hub Status: Complete
physical structure, transmission of bits ! P '
Service: IEC 61850 MMS
Source Test PC
MAC address: 54:EE:75:EE:F9:96
N — =D1 - 320kV Wistron InfoComm(Kunshan)Co.,Ltd.
Fonte/Dest. MAC + Fonte/Dest. IP + VLAN + Porta Eth + Aplicacao 1P address: 192.168.1.8
=Q02 - Linha Itabera =Q03 - Linha Tijuco Preto ' o
Port number: 64449 unassigned port number
IEDs IEDs
Destination AA1D1Q01Q1
Epo % E’o % MAC address: 00:0C:60:00:30:31 ACM Systems
AATD1QO1Q1 AAID1Q02Q1 AAIDIQ02Q2 AATD1Q03Q1 AATD1Q03Q2 IP address: 192.168.1.150
Port number: 102 assigned to IEC 61850 MMS

Lista branca de permissoes ‘Zg
OMICRON


https://www.omicronenergy.com/en/products/stationguard/
https://www.omicronenergy.com/en/products/stationguard/
https://www.omicronenergy.com/en/products/stationguard/

» Monitoramento Funcional (o que realmente nos interessa neste Workshop)
» StationGuard

» Monitoramento Funcional da rede da subestac¢ao

» Uma vez que o conteldo espelhado do trafego da subestacdo estiver disponivel para um sensor DS,
pode-se explorar ainda mais o layer de aplicacao das mensagens de forma a detectar e alarmar até
mesmo falhas funcionais na rede, como por exemplo a analise de bits de qualidade de mensagens,
indicando por exemplo que um IED esta publicando certo trafego com indicacao de falha de
sincronismo de tempo, ou com qualidade indicando overflow de uma medicao, entre outras
possibilidades

2020-10-31 10:4.2:15.2557 AAID1IOMAT » GOOSE multicast

Configuration revision (ConfRev) newer than expected in GOOSE "AAIDIQ01QILDO/LLNOSGO$gch_switchgear'.

AAID1IQ0QT ¥ GOOSE multicast

Wrong VLAN identifier in GOOSE 'AATIDIQMQILDO/LLNOSGOSgeh_switchgear',

2020-10-3110:42:15.2552

2020-10-31 10:42:15.255Z AATIDTOMAT » GOOSE multicast

Wrong destination MAC address in GOOSE 'AAID1QNQILDO/LLNOSGOSgeb_switchgear',
2020-10-3110:40:25.1652

AAID1003Q1 » GOOSE multicast

Unknown GOOSE 'AATD1003Q1Protection/LLN0SGO3geb_2' found on network.

2020-10-3110:09:52.8662 Test PC ¥ AAIDIQ01Q1

Switching command on "AAID1Q01Q1QAT/CSWIL.Pos',

- -

2020-10-3109:32:43.9877

AATD1G03Q1 » GOOSE multicast

IED) indicates time synchronization failure (ClockMNotSynchronized) in GOOSE "AATDTQ03QICONTROL/LLNOSGOSgeh

(%]

Y

OMICRON


https://www.omicronenergy.com/en/products/stationguard/

Detalhes &
resultados obtidos

"

N

OMICRON
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» Monitoramento Ideal ﬁ

» Unido do monitoramento da rede mais o
monitoramento dos proprios IEDS!

&)
oL e
{
,\n-.: )
ﬂ n g u B 1canimaar o
HA L] e —- x
WL = 5
(73 m > -68:5.‘
l B — e ‘ :
£
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D
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B IH S 7| Fe
1 System diagram
i

SAS Cigré - Sistema de Monitoramento OMICRON - StationScout

StationScout_Cigré.acc - OMICRON StationScout

B O - = X

iE Overview 2 Watchlist

% I Bay Siemens

¥ Connection (MMS)

» 99 Simulation

blH

4 Appearance

Content alignment

(@] ? Vertical
[+] “'* Horizontal

Icon

Bay SEL

] EA B
MUPMN2_5D1 MUPMN2 5L1 PMN2 5L1 MU1

Bay GE
) ]
RL1 L90

b

MU320_52A

O o & B &

4 Test cases

No test cases found.

4 Communication

14 Sending

Q » [@ Application/LLNO.Control_DataSet
» [@ Application/LLNO.Control_DataSet
» [@ Application/LLNO.Control_DataSet
» [@ Application/LLNO.Control_DataSet_1

MU320_52C

» [@ Application/LLNO.Control_DataSet_1

Sistema StationScout usado neste Workshop

» B ComSupervision_GOOSE/LLNO.Control_DataSet
& Application/LLN0O.A_BRCB_101
& Application/LLN0O.A_BRCB_101
& Application/LLN0O.A_BRCB_101
& Application/LLNO.A_BRCB_201
Show all (175)

& Receiving

» B MUPMN2_5D1
» B MupPmN2 5L1
» B PMN25L1

+
1
a1
a

Live status (@) Off & u37

SIEMENS

[ BAO68N

OMICRON

a5



B IH S 7| Fe
1 System diagram
i

SAS Cigré - Sistema de Monitoramento OMICRON - StationScout

StationScout_Cigré.acc — OMICRON StationScout

B O - = X

iE Overview # Watchlist

—
mj| BaysEL

¥ Connection (MMS)

» 99 Simulation

M

Bay Siemens

MUPMN2_5D1

MUPMN2 _5L1

PMN2_5L1

MU320_52A

Bl

MU320_52C

4 Appearance

Content alignment

(@] ? Vertical
o “'* Horizontal

lcon

Bl o = T =5

4 Test cases

No test cases found.

Ky

Sistema StationScout usado neste Workshop

4 Communication
ity Sending
> E CFG/LLNO.MU1_GOOSE_PB
> E CFG/LLNO.MU2_GOOSE_PB
> E CFG/LLNO.RL1_GOOSE_PB
ﬂ CFG/LLNO.Monitoring_DEVICE
ﬂ CFG/LLNO.Monitoring_DEVICE
ﬂ CFG/LLNO.Monitoring_DEVICE
ﬂ CFG/LLNO.Monitoring_ETH_PRP
E@ CFG/LLNO.Monitoring_FunctionTime
E@ CFG/LLNO.Monitoring_FunctionTime
E@ CFG/LLNO.Monitoring_FunctionTime
Show all (27)

& Receiving

» B mut
» B mu2
» B RrRU

Live status (@) Off @ 437  [] BAO6GSN

OMICRON

a5



B IH S 7| Fe
1 System diagram
i

StationScout_Cigré.acc - OMICRON StationScout

SAS Cigré - Sistema de Monitoramento OMICRON - StationScout

= 6

iE Overview 2 Watchlist

—
l!] Bay GE

¥ Connection (MMS)

- @ X

» 99 Simulation

e

4 Appearance

Content alignment

(@] ? Vertical
[+] “'* Horizontal

lcon

Bay Siemens

Bl B

MUPMN2_5D1 MUPMN2 _5L1 PMN2_5L1 MU1

MuU2

MU320_52A

MU320_52C

Ky

Sistema StationScout usado neste Workshop

Bl o = T

4 Test cases

No test cases found.

4 Communication

ity Sending

»[@ CTRL/LLNO.FastGOOSE
»[@ CTRL/LLNO.FastGOOSE1
» [@ Master/LLNO.GoCBO1

» [@ Master/LLNO.GoCBO2
[ Master/LLNO.GoCBO3
@ Master/LLNO.GoCBO4
[ Master/LLNO.GoCBOS
[ Master/LLNO.GoCBO6
[ Master/LLNO.GoCBO7
[@ Master/LLNO.GoCBOS

Show all (68)

& Receiving

» B 90

» B Mu320 52
» B Mu320.52C

.
a

Live status (@) Off @ 1438  [] BAOGSN

OMICRON

a5



Q N~ File OMICRON StationGuard

<

1] System diagram

Bay SEL Bay GE Bay Siemens 4 Alerts
o o o S Eo A<D
RL1 Mu2 MuU1 L90 MU320_52A MU320_52C MUPMN2_5D1 PMN2_5L1 MUPMN2_5L1 -

Notebook Usuario SIEMENS #4 » U126
m Checked connection status. rﬂ v

Notebook Usuério SIEMENS #4 » U126

[ » 0 » Cr Ve 5 Y > ‘Manufacturing Messaging Specification’ network traffic detected. ?0 v
[ (] C?J () (V] o (] (] © ©
DANEO 400 RBX1 OTMC 100p CMC850 Jodo Laptop BRS30 RSP35 MAR1040 MBX1 33 seconds ago

Notebook Usuario SIEMENS #4 » U126
m Checked connection status. rﬁ v
@ 33 seconds ago

Cx x G - - Cx Cx x - - x
(] [ :@ (] (] () o (-] () (] (]
...AMENTO SEL ...CH PRP A SEL GNSS SEL ...suario SEL #3 ...sudrio SEL #2 ...sudrio SEL #6 ...ipamento SEL SWITCH SB SEL ...sudrio SEL #1 ...genharia SEL ...CHPRP B SEL

(1 [ X ¢ X " " x x* )
(o = ° ° ° =% =% ° © °
GNSS GE ...Usudrio GE #1 ...CH PRP B GE ...CH PRP A GE ...CH SB GERAL ...LETROSUL #1 ...LETROSUL #2 SCADA SAGE ...PRP A GERAL ... PRP B GERAL

T ~ Cx = @ Cx o o l: ¢,
o O ° © ‘® D a Y A °
GNSS SIEMENS ...P B SIEMENS ... SIEMENS #2 ...P A SIEMENS GNSS Siemens ..TO SIEMENS ... SIEMENS #4 ..0 SIEMENS #1 ...TO SIEMENS ... SB SIEMENS

[+

@ Apply configuration Live status (@) Off Maintenance (@ Off @ 12:17 [] Ako31G

Sistema StationGuard usado neste Workshop e



Aproximadamente 50 testes
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Selecéao resultados a serem apresentados
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p Auséncia de GOOSE e SV narede e no assinante

# B File Tools

Measurement System

> N N | E  Seeiy VO WA VO

K

tant Stop Clear Deleteall | Devices ¥ | Category @ D 1@ V== )

Auséncia de Goose no DANEO

iE Eventlist ¥ Configuration  # Actions

Date and time

v Control block attributes
Severity

Date and time

Device
Category

Type

Port
Control block reference
Destination MAC address
Source MAC address
Application ID

GOOSE ID

DataSet reference
Simulation

Status number

Sequence number

Time to live

- Q

Device Category
x  03/08/2023 10:13:38,250 Oraculo IEC (DJ160G) GOOSE

Error

03/08/2023 10:13:38,250
Oraculo IEC (DJ160G)
GOOSE

Time to live expired

A
MU1CFG/LLNOSGOSMU1_GOOSE_P8
01-0C-CD-01-00-11
00-30-A7-17-CB-EB

4113

MU1
MUICFG/LLNOSGOOSE_PB
False

489

1041

2000 ms

System Under Test Network Diagram

Measurement System

Time to live expired

Auséncia de Mensagens Previstas

DANEO400_Cigre_SEL.dac

A H File Tools

- B B

Import SCL  Add IED Remove IED Discover IED

MUPMN2 511

IED properties

4 GOOSE

4 LD Application

G LLNO.Control_DataSet
G LLNO.Control_DataSet_1

4 Sampled Values

4 LD Mod2 MU1
SV MUP5AX_E_ST1

4 Data Model

LD Application

LD BinlO

LD BinlO_Binarylnputs

LD BinlO_BinaryOutputs
LD Mod1

LD Mod1_Channell

LD Mod2

LD Mod2_Channell

LD Mod2 MU1

LD PowS

LD PowS_MeasPointi3ph1
LD Rec

LD Rec_FaultRecorder

LD ComSupervision

LD ComSupervision_GOOSE
LD PowS_MeasPointV3ph1
LD PowS_MeasPointV1ph1

DANEO400_Cigre_Siemens.dac - OMICRON DANEO Control

System Under Test Network Diagram Supervision Recording Observation

o ——ry

X & k4 o

Remove Verification Find orphans Clear orphans Reset values |

G MUPMN2_5L1Application/LLNO$GO$Control Dz Reset statistic and DataSet values of selected item.

4 Control block attributes

Control block reference MUPMNZ2_5L1Application/LLNO$GO$Control_DataSet
Destination MAC address ~ 01-0C-CD-01-00-30

Application ID 4144 (0x1030)

GOOSE ID MUPMNZ2_5L1/Application/LLNO/Control_DataSet
DataSet reference MUPMN2_5L1Application/LLNO$DataSet

VLAN ID 300

VLAN priority 4

Needs commissioning False

Configuration revision 260001

4 Packet information

Source MAC address B4-B1-5A-09-B3-E6
Simulation False

Entry time 2023-08-04 11:26:45.749
Status number 1

Sequence number 141

Time to live 3000 ms
Number of DataSet entries 100

4 Statistics
A B

Receive time 2023-08-04 11:31:08.617 2023-08-04 11:31:12.617
Packet count 8 10
Status changes seen 0 0
Status changes missed 0 0
Retransmissions missed 0 0
Duplicates seen 0 0
Time to live expired True True
Time to live expired count 1 1

Packet delay:



p Auséncia de GOOSE e SV narede e no assinante
A\

Auséncia de SV no DANEO

prie /ﬁ\ HH File Tools DANEO400_Cigre_Siemens.dac - O

7w & B File Tools

Measurement System System Under Test Network Diagram Supervision Recording (0]

2 Observation

= Measurement System System Under Test Network Diagram Supervision Recording

Rl N o A
v Severi A ;
B A | =] y M@ YA MO @ B B W X & @ 4
Start Stop Clear Deleteall | Devices v | Category [v][d Vi@ viemas V3 Import SCL  Add IED Remove [ED Discover [ED | Remove | Verification Find orphans Clear orphans

E MUPMN2_5L1 DataSet reference MUPMNZ2_5L1Mod2_MU1/LLNO$PhsMeas3
VLAN ID 300

VLAN priority 6

Configuration revision 90001

Gmidentity

Event list ﬁ Configuration

|IED properties
4 GOOSE
4 LD Application

v |Q

Optional fields

Auséncia de Mensagens Previstas na Rede

DANEO400_Cigre_Siemens.dac - OMICRON DANEO Control

Date and time Device Category Type De G LLNO.Control_DataSet
X G LLNO.Control_DataSet_1 = =
€ 2023-08-0417:35:04347  Oraculo IEC (DJ160G)  Sampled Values Timeout 4 Packet information
:35; S S TS Source MAC address B4-B1-5A-09-B3-E6
X  2023-08-04 17:35:04.215 Oraculo IEC (DJ160G) Sampled Values Timeout 4 LD Mod2 MU1

Simulation False
SV MUPSAX_E ST1

4 Data Model

Synchronization status Globally synchronized (2)

Grandmaster clock ID 00-03-C7-FF-FE-01-72-90

v Control block attributes Number of DataSet entries 16

LD Application

Severity Error LD BinlO

2023-08-04 17:35:04.215

4 Statistics

i LD Bi i
Date and time BinlO_Binarylnputs

) LD BinlO_BinaryOutputs A 8
Device Oraculo IEC (DJ160G) LD Mod1 Receive time 2023-08-04 17:35:04.136 2023-08-04 17:35:04.136
Category Sampled Values LD Mod1_Channel1 Samples seen 63790 64426
Type Timeout LD Mod2 Samples missed 0 0
LD Mod2_Channell Sampling rate 4.800 kHz 4.800 kHz
Port B Last packet smpCnt=0 2023-08-04 17:35:04.002 2023-08-04 17:35:04.002
=5 Mod2 M Clock drift (g ) 192.00 224.00
{e]of T current) = 3 ns g ns
LD P
SVID MUPSAX_E_ST1 ows Clock drift (since start) -40.00 ns 256,00 ns
< 2 LD PowS_MeasPointi3ph1 .
Destination MAC address  01-0C-CD-04-00-30 5 & P Timed out True True
&L Timed out count 1 1
Source MAC address B4-B1-5A-09-B3-E6
LD Rec_FaultRecorder Packet interval:
Application ID 16447 LD ComSupervision Minimum 269.20 s 298.33 s
Simulation False LD ComSupervision_GOOSE Maximum 564.08 ps 535.04 pis
LD PowS_MeasPointV3ph1 Average 416.67 ps 416.67 ps
Timed out count 1 LD PowS_MeasPointV1pht Packet delay:
Minimum 131 ms 131 ms
Maximum 147 ms 145 ms
Average 133 ms 133 ms

& 2 Messages



p Auséncia de GOOSE e SV narede e no assinante
ny
'PQ

MUPMN2_5L1

A Watchlist

G . Application/LLNO.Control_DataSet 1

! GOOSE timeout

» Previously present GOOSE message not available anymore.

4 Details

Status:

Control block reference:
Destination MAC address:
Application ID:

GOOSE ID:

Dataset reference:

VLAN ID:

VLAN priority:

Configuration revision:

Live status

Entry time:

State number:

Sequence number:

Time allowed to live (ms):

Remaining time to live:

0 No VLAN information available.

GOOSE timeout
MUPMN2_5L1Application/LLN0$GOS$Control_DataSet_1
01:0C:CD:01:00:31

4145 (1031hey)
MUPMN2_5L1/Application/LLNO/Control_DataSet_1
MUPMN2_5L1Application/LLNOSDataSet_1

300 (12Chey)

4

10001

2023-08-04 11:26:45.749-03:00
1

63

3000

O

Auséncia de Mensagens Previstas
narede

GOOSE antes lido no SS nao
estd mais presente narede

Ll

OMICRON



p Auséncia de GOOSE e SV narede e no assinante

Auséncia de Mensagens Previstas na Rede

Lo

LGOS indica auséncia de GOOSE no
assinante (MU Desconectada)

EEE iE Overview A Watchlist

T = PMN2 5L1

SIEMENS 7SL87

4 |ED functions

» Protection
» Control

» Interlocking

» M
» Automation
4 System
Logical device LN SIEMENS
'1 Physical device LN Ok
Bay o I [ e Bay SEL Bay GE Time master supervision 0003C7FFFE017290
il I X
GOOSE subscription 1 Not received
E? g B B
. 4 . \ A GOOSE subscription 2 Receivi
Q a . /!\\- A /!\.\ A subscription eceiving
MUPMN2_5D1 MUPMN2_5L1 PMN2_5L1 MU1 MU2 RL1 L90 MUZ  GOOSE subscription 3 s Not received
GOOSE subscription 4 Receiving
Sampled value subscription 1 Not received
Sampled value subscription 2 Receiving
Line_ Physical communication channel supervision 1 Channel live
Physical communication channel supervision 1 Channel live
PRP_ Physical communication channel supervision 1 Channel live
PTP_ Physical communication channel supervision 1 Channel live

Y

OMICRON



Auséncia de GOOSE e SV narede e no assinante

_I_f‘ Auséncia de Mensagens Previstas
I Q Tﬂg\ﬂ‘\v.«"[rne

StationScout_Cigré.acc - OMICRON StationScout H G -

o X

(]| System diagram

o

»# Watchlist

GOOSE subscription 3
ComSupervision GOOSE/LGOS3

Y

4 Details

Value: Not received

Category: System

Behavior: On

4 Test cases Fx=

SAS Cigré - Sistema de Monitoramento OMICRON - StationScout

To add a new test case, click + on the top right.

4 Communication

s Sending
SE Floripa

No communication found

525 kv
4 Associated signals
Bay Siemens Bay SEL Bay GE GOOSE subscription 3
P P Q Q g - GOOSE subscription 3 - Operating mode of the domain logical node that may be changed by operator
@ 0 7N AN A oo i\ 09:02:26
MUPMN2 5D1 MUPMN2 5L1 PMN2 5L1 MU1 MU2 L90 MU GOOSE subscription 3 - Read-only value, describing the behaviour of a domain logical node
- - - on ® 09:29:04
ok GOOSE subscription 3 - Reflects the state of the logical node related hardware and software
© 09:02:45
faise If true, the subscription needs commissioning, i.e., the received message does not conform the current subscri...
© 09:29:04
— If t'\e, the subscription is active and valid message forwarded to application, otherwise it is inactive or messag...
®n:3118
P If true, subscribed messages with the simulation bit set are being received and accepted - 3
© 09:29:04
oo Expected configuration revision number of the message - 3
© 09:29:04
Detal h e d 0 L G OS q u an d O I n d i Ca 10005 Configuration revision number of the received messages - 3

auséncia de GOOSE com falha ©os290¢

Integer status 3

na M U ®© 11:31:18

Livestatus (On @ & n39 [ BAO68N



p Auséncia de GOOSE e SV narede e no assinante
SEM FALHA DE LINK

O - @ x

Lo

W N~ Fe

= System diagram
-

StationScout_Cigré.acc - OMICRON StationScout

Auséncia de SV sem perda de

link com a MU

igré - Sistema de Monitoramento OMICRON - Station§

A Watchlist

ICD-421-75-R105-V0 for firmware R409-V0 or higher

ripa

bl

I\fl275D1 MUPMI\'I275L1 PMN2_5L1

poy 4 :
T Y v

MUT

Bay GE

4 Test cases + =
To add a new test case, click + on the top right.
4 |ED functions
» Protection
» Control
P Interlocking
» Measurement
» Automation
4 System
Physical device LN Ok
Physical device LN Ok
GOOSE subscription 1 Receiving
GOOSE subscription 2 Receiving
Logical device LN Remote control
Q Sampled value subscription 1 Receiving
] Sampled valu = Receiving
L Sampled value subscription 3 Not received
Sampled value subscription 4 Not received
Time manag -180
Time master supervision GPS
PB Physical communication channel supervision 1 P
Channel live
5B Physical communication channel supervision 1 1
Channel live
Logical device LN Remote control
4 Communication
1t Sending
4 E CFG/LLNO.RLI_GOOSE_PB
liveststus (On @) @ 1503 [ BaosaN

A
a

9



p Auséncia de GOOSE e SV narede e no assinante

Auséncia GOOSE no
StationGuard

OMICRON StationGuard

Severity = Date and time Message

Y N 2023-08-03 10:11:23.363-03:00 MU1 » GOOSE multicast address
GOOSE 'MU1CFG/LLN0$GO$MU1_GOOSE_PB' disappeared from network.

Help ID: < GOOSE_DISAPPEARED
Network interface: X20:2

Created: 2023-08-03 10:11:23.363-03:00
Updated: 2023-08-03 10:11:25.259-03:00
Occurred during maintenance: No

Network traffic: % Download pcap files
VLAN ID: 100

VLAN priority: 4

Source MU1

MAC address: 00:30:A7:17:CB:EB SCHWEITZER ENGINEERING
Destination GOOSE multicast address
MAC address: 01:0C:CD:01:00:11

Ha um outro alarme de GOOSE
Appeared quando ele retorna

OMICRON

Y



» Mensagens Duplicadas

N~
"/

nn

2 H File Tools

Measurement System

> N AR | | Seeiy VIO WA WO
Start Stop Clear Deleteall | Devices ¥ | Category [v] [l VO viem v

System Under Test

™ 2

Network Diagram

Supervision

Recording

Event list -ﬁ* Configuration

Date and time

Device

Category

Type

DANEO400_Cigre_Siemens.dac - OMICRON DANEO Control

Observation

Description

MUPMN2_5D1ComSupervision_ GOOSE/LLNO$GO$Control
MUPMN2_5D1ComSupervision_GOOSE/LLN0$GO$Control
PMN2_5L1Application/LLNO$GO$Control_DataSet_1; Statu
PMN2_5L1Application/LLNO$SGO$Control_DataSet_1; Statu
MUPMNZ2_5D1Application/LLN0$GO$Control_DataSet; Star
MUPMN2_5D1Application/LLNO$GO$Control_DataSet; Sta
PMN2_5L1Application/LLNO$GO$Control_DataSet; Status:

PMN2_5L1Application/LLNOSGO$Control_DataSet; Status:

MUPMN2 51 1Annliratin%NﬂSGOﬂ‘onTml DataSet 1: S

v Control block attributes

X 2023-08-04 11:51:21.878 Oraculo IEC (DJ160G) QOut of sequence
o 2023-08-04 11:51:21.878 Oraculo IEC (DJ160G) GOOSE Out of sequence
° 2023-08-04 11:51:21.875 Oraculo IEC (DJ160G) GOOSE Out of sequence
° 2023-08-04 11:51:21.875 Oraculo IEC (DJ160G) GOOSE Out of sequence
° 2023-08-04 11:51:21.870 Oraculo IEC (DJ160G) GOOSE Out of sequence
° 2023-08-04 11:51:21.870 Oraculo IEC (DJ160G) GOOSE Out of sequence
° 2023-08-04 11:51:21.201 Oraculo IEC (DJ160G) GOOSE Out of sequence
° 2023-08-04 11:51:21.201 Oraculo IEC (DJ160G) GOOSE Out of sequence
8  >023-08-04 11:51:20.647 Qraculo IFC (DI160G)  GOQSE Qut of seauence
Severity Error
Date and time 2023-08-04 11:51:21.878
Device Oraculo IEC (DJ160G)

Category GOOSE
Type Out of sequence
Port A

Control block reference
Destination MAC address
Source MAC address
Application ID

GOOSE ID

DataSet reference
Simulation

Status number

Sequence number

MUPMN2_5D1ComSupervision_GOOSE/LLNO$GO$Control_DataSet
01-0C-CD-01-00-35

B4-B1-5A-06-ED-CF

4149
MUPMN2_5D1/ComSupervision_GOOSE/LLNO/Control_DataSet
MUPMN2_5D1ComSupervision_GOOSE/LLN0$DataSet

False

2320 (previous: 2320)

9 (previous: 9)

Detectado como fora de
sequéncia mas Status e
Sequence number séo iguais
em relacdo a mensagem
anteriorz

OMICRON



nnn

Measurement System

& H File Tools

System Under Test

» Mensagens Duplicadas

Network Diagram

Supervision

Recording Observation

I | w4 i | Seerity VO WA MO
Start tog Clear  Delete all Devices ¥ | Category O E A ‘ & e
i= Event list a Configuration  # Actions
* Q
Date and time Device Category Type Description
x  03/08/2023 19:17:37,844 Oraculo 1EC (DJ160G) Sampled Values Out of sequence 4011; 11517600 samples missed
° 03/08/2023 19:17:37,844 Oraculo IEC (DJ160G) Sampled Values Out of sequence 4010; 11517600 samples missed
° 3/08/2023 19:17:37,344 Oraculo 1EC (DJ160G) Sampled Values Out of sequence 4011; 11517600 samples missed
° 03/08/2023 19:17:37,344 Oraculo 1EC (DJ160G) Sampied Values Out of sequence 4010; 11517600 samples missed
° 03/08/2023 19:17:36,844 Oraculo IEC (DJ160G) Sampled Values Out of sequence 4011; 11517600 samples missed
° 03/08/2023 19:17:36,844 Oraculo 1EC (DJ160G) Sampled Values Out of sequence 4010; 11517600 samples missed
o 03/08/2023 19:17:36,344 Oraculo IEC (DJ160G) Sampled Values Out of sequence 4011; 11517600 samples missed
° 03/08/2023 19:17:36,344 Oraculo IEC (DJ160G) Sampled Values Out of sequence 4010; 11517600 samples missed
° 03/08/2023 19:17:35,844 Oraculo IEC (DJ160G) Sampled Values Qut of sequence 4011; 11517600 samples missed
ﬂ N2MNQ NI A1T2E 0AA Nesenla 1T INIAEACA Carmnlad \slins Mt af caminnecas ANAN 11E1TEND foonmnlae mmirend

v Control block attributes

Severity Error

Date and time

03/08/2023 19:17:37,844

Device Oraculo IEC (DJ160G)
Category Sampled Values
Type Out of sequence
Port A

SVID 4011

Destination MAC address 01-0C-CD-04-00-11
Source MAC address 00-30-A7-17-CB-EB
Application ID 16401

Simulation False

Samples missed 11517600

Detectado como fora de
sequéncia quando temos SV
duplicado

Y

OMICRON



» Mensagens Duplicadas

GOOSE duplicado no SG

OMICRON StationGuard

A 2023-08-04 11:55:47.287-03:00 E PMN2 5L1 » GOOSE multicast address
Duplicate GOOSE 'PMN2_5L1Application/LLNOSGOSControl_DataSet’ found. This might cause misoperations in receiving IEDs,

Help ID: =+ GOOSE_MESSAGE_SEEN_MULTIPLE_TIMES
Network interface: X20:2, X20:3

Created: 2023-08-04 11:55:47.287-03:00

Updated: 2023-08-04 11:56:17.287-03:00

Occurred during maintenance: No

Network traffic: Q@ Pcap recording in progress...

VLAN ID: =

VLAN priority: -

Source PMN2 5L1

MAC address: B4:B1:5A:09:B6:79 Siemens AG Energy Management Division
Destination GOOSE multicast address

MAC address: 01:0C:CD:01:00:33

Y

OMICRON



» Mensagens Duplicadas
K7
Q

a | @ N~ 7 - File StationScout_Cigré.acc — OMICRON StationScout
— System diagram

ai
'y

SAS Cigré - Sistema de Monitorament

GOOSE duplicado no SS

% GOOSE warning
+ GOOSE message appeared on network more than once.

Bay Siei| ens

B!

MUPMN2_5D1

ke

PMN2_5L1

MUPMN2_5L1

4 Details
Status: GOOSE warning
PMN2_5L1Application/LLNOSGOSControl_DataSet_1
01:0C:CD:01:00:34
4148 (1034pey)
PMN2_5L1/Application/LLNO/Control_DataSet_1

PMN2_5L1Application/LLNOSDataSet_1

Control block reference:
Destination MAC address:
Application ID:

GOOSE ID:

Dataset reference:

VLAN ID: 300 (12Chey)

VLAN priority: 5

Configuration revision: 70001

Live status

Entry time: 2023-08-04 11:50:13.013-03:00
State number: 3950

Sequence number: 10

Time allowed to live (ms): 3000

Remaining time to live: O

o No VLAN information available.

4 Communication

oty Subscribers

MUPMN2_5D1
MUPMN2_5L1

i3l
+
|
ra
s

4 Transmitted signals

GO Generic process I/0 1

GO Single point status 15
False
n

GO Single point status 16
False
i

GO Single point status 17
False
i

GO Single point status 18
False
i

Live status (On . @ 11:48

[ BAO68N

OMICRON
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» Erros de Configuracao: Dataset e ConfRev

A B File Tools

Measurement System

- ) e

import SCL Add IED Remove IED

IED properties
4 GOOSE
4 LD CFG
G LLNO.MU1_GOOSE_PB
4 Sampled Values
4 LD CFG
SV 4010
SV 4011
4 Data Model
LD CFG
LD PRO
LD MET
LD CON
LD ANN
LD MUO1

System Under Test

Network Diagram  Supervision

T O K

Verification Find orphans Clear of

X

Remove

“®

Discover IED

G MU1CFG/LLNOSGO$MU1_GOOSE_PB G MU1CFG/LLNOSGO$MU1_GOOSE_PB /. B
4 Control block attributes 4 Control block attributes /[ ]

MU1CFG/LLNOSGOSMU1_GOOSE_PB

Control block reference
Destination MAC address
Application ID

GOOSE ID

DataSet reference MU1CFG/LLNOSGOOSE_PB
VLAN ID 100

VLAN priority 4

Needs commissioning
Configuration revision 1

01-0C-CD-01-00-11
4113 (0x1011)
MU1

False

4 Packet information

Source MAC address
Simulation

Entry time

Status number

Sequence number

Time to live

Number of DataSet entries

Recording
- e

Override Reset values

DANEO400_Cigre_SEL.dac - OMICRON DANEO Control

Observation

Found

Control block reference
Destination MAC address
Application ID

GOOSE ID

DataSet reference

VLAN ID

VLAN priority

Needs commissioning
Configuration revision

Source MAC address
Simulation

Entry time

Status number
Sequence number
Time to live

MU1CFG/LLNOSGO$SMU1_GOOSE_PB
01-0C-CD-01-00-11

4113 (0x1011)

MuU1

A MU1CFG/LLNOSGOOSE_PB_2
not present

not present

False

A 2

00-30-A7-17-CB-EB
False

03/08/2023 10:50:23,184
1

890

Diferencas detectadas para
GOOSE

‘| Number of DataSet entries 7
4 Statistics

A B A B ETH

Receive time
Packet count
Status changes seen
Status changes missed
Retransmissions missed
Duplicates seen
Time to live expired
Time to live expired count
Packet delay:
Minimum
Maximum
Average

Receive time
Packet count
Status changes seen
Status changes missed
Retransmissions missed
Duplicates seen
Time to live expired
Time to live expired count
Packet delay:
Minimum
Maximum
Average

03/08/2023 11:05:11,036 03/08/2023 11:05:11,036
14 14
0 0

4 DataSet - MUTCFG/LLNOSGOOSE_PB 4 DataSet - MUICFG/LLNOSGOOSE_PB_2

Name
[0 BK1AXCBR1.Pos.stval

» B BK1AXCBR1.Pos.q
» B8 REGGIO2:SPCSO10

Type
Dbpos
Quality

Struct [3]

Value Ports Name
[ BK1AXCBR1.Pos.stval
» [l BK1AXCBR1.Pos.q

» 3 RBGGIO2.5PCSO10

ETH

Value
01 [off]

Type
Dbpos

Quality Good

Struct 3]

o
nnn

Signal pool
¥ Oraculo

JL GOOSE

_ Lan A X

JL Supervisor

% Raw traffic

L

OMICRON



» Erros de Configuracao: Dataset e ConfRev

Diferencas detectadas para

GOOSE

A 2023-08-03 10:48:10.681-03:00 E MU1 » GOOSE multicast address

Wrong dataset reference (DatSet) in GOOSE ‘MU1CFG/LLN0O$GO$SMU1_GOOSE _PB'.

Help ID:

Network interface:

Created:

Updated:

Occurred during maintenance:
Network traffic:

VLAN ID:
VLAN priority:

Source
MAC address:

Destination
MAC address:

=< GOOSE_DATSET_MISMATCH
X20:2, X20:3

2023-08-03 10:48:10.681-03:00
2023-08-03 10:53:41.008-03:00
No

& Download pcap files

100
4

MU1
00:30:A7:17:CB:EB SCHWEITZER ENGINEERING

GOOSE multicast address
01:0C:CD:01:00:11

OMICRON

Y



rros de Configuracao: Dataset e ConfRev

Diferencas detectadas para
GOOSE

StationScout_Cigré.acc — OMICRON StationScout

: 2 Watchlist
System diagram

MU1

GA CFG/LLNO0.MU1_GOOSE_PB

4. GOOSE warning
+ Received dataset reference 'MUICFG/LLNOSGOOSE_PB_2' does not match dataset reference
'MUICFG/LLNOSGOOSE_PB' defined in SCL file.
= Received configuration revision 2' does not match configuration revision ‘1' defined in SCL file.
Imported SCL file is not up to date.

4 Details
Status: GOOSE warning
Enabled: True
Control block reference: MUICFG/LLNOSGOSMU1_GOOSE_PB
Destination MAC address: 01:0C:CD:01:00:11
Application ID: 4113 (1011ey)
Bay GE |coosco T
Dataset reference: MUICFG/LLNOSGOOSE_PB
VLAN ID: 100 (064hex)
VLAN priority: 4
Configuration revision: 1
Entry time: 2023-08-03 10:50:23.184-03:00
PMN2_5L1 MU2 RL1 L O st e !
== Sequence number: 164
Time allowed to live (ms): 2000
Remaining time to live: (J
@ No VLAN information available.
4 Communication

oty Subscribers

B Rru A

4 Transmitted signals

RB Generic process I/0 2

RB Single point controllable status output - 10

False A
£ /8, 10:50:22
BK1A Circuit breaker 1
d BKI1A Switch position 1
A A, 10:50:22

+
1
e
s

(5% Subscribing GOOSE (3/13).- Live status (@) @ 050 [ BAOGeN

L
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» GOOSE e SV fora de sequéncia & Perdas de Frame

(perda de 5 frames SV)
Fora de sequencia

= & W File Tools

Measurement System

System Under Test

> B J i L

tart Stop Clear Delete all Devices ¥

i€ Event list ﬁ Configuration  # Actions

Date and time

© 03/08/2023 15:20:50,558
© 03/08/2023 15:20:50,558
X 03/08/2023 15:20:49,558
03/08/2023 15:20:49,558
03/08/2023 15:20:48,558
03/08/2023 15:20:48,558
03/08/2023 15:20:47,558
03/08/2023 15:20:47,558
03/08/2023 15:20:46,558
03/08/2023 15:20:46,558
03/08/2023 15:20:45,558
03/08/2023 15:20:45,558
03/08/2023 15:20:44,558

AN AR SRR 4r mA saren ~ L -

v Control block attributes
Severity

Date and time

Device

Category

Type

Port

SVID

Destination MAC address
Source MAC address
Application 1D
Simulation

Samples missed

-l

Device

Error

03/08/2023 15:20:49,558
Oraculo IEC (DJ160G)
Sampled Values

Out of sequence

A

4011
01-0C-CD-04-00-11
00-30-A7-17-CB-EB
16401

False

5

Oraculo IEC (DJ160G)
Oraculo IEC (DJ160G)
Oraculo 1EC (DJ160G)
Oraculo IEC (DJ160G)
Oraculo IEC (DJ160G)
Oraculo IEC (DJ160G)
Oraculo IEC (DJ160G)
Oraculo IEC (D)160G)
Oraculo IEC (DJ160G)
Oraculo 1EC (DJ160G)
Oraculo IEC (DJ160G)
Oraculo 1EC (DJ160G)
Oraculo IEC (DJ160G)

Network Diagram

Supervision

severity V@ WA MO

Recording

category (1[d 0O viem V@

Category

Sampled Values
Sampled Values
Sampled Values
Sampled Values
Sampled Values
Sampled Values
Sampled Values
Sampled Values
Sampled Values
Sampled Values
Sampled Values
Sampled Values
Sampled Values

Type

Out of sequence
Out of sequence
Out of sequence
Out of sequence
Out of sequence
Out of sequence
Out of sequence
Out of sequence
Out of sequence
Out of sequence
Out of sequence
Out of sequence
Out of sequence

-~

Observation

Description

4011; 5 samples missed
4010; 5 samples missed
4011; 5 samples missed
4010; 5 samples missed
4011; 5 samples missed
4010; 5 samples missed
4011; 5 samples missed
4010; 5 samples missed
4011; 5 samples missed
4010; 5 samples missed
4011; 5 samples missed
4010; 5 samples missed
4011; 5 samples missed

anan = . "

OMICRON
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StationScout_Cigré.acc — OMICRON StationScout

2 2 Watchlist
System diagram
1

Sampled value subscription 3
CFG/LSVS3

ki Sending
E3 CFG/LLNO.Monitoring LSVS

4 Associated signals

Sampled value subscription 3

Measured value 3
0.63 ms
®©15:07:19
Measured value 3
9024.17 s
® 15:07:18
Measured value 3
© 15:07:50
Sampled value subscription 3 - Behaviour
A14:23:42
Subscription needs commissioning 3
A A §,14:23:42
D1 MUPMN2_5L1 PMN2_5L1 MU320_52A MU320_52C Status of the subscription 3
® 15:07:19

Status showing that really Sim messages are received and accepted - 3

A\ 14:23:42
Expected configuration revision number 3

A 14:23:42
Configuration revision number of the received messages - 3

0 14:23:42

RL1CFG/LSVS3.ErrSt.stVal Integer status 3
I t I d d d 1 f SV Enumerat=d status 3 ®©15:07:19
nterpolaao (perdade rame e GN—
Quality: Good
Time:  2023-08-03 15:14:30.194-03:00 g O151430
Accuracy: = 1 ps (T5) Integer status 3
Leap seconds included

Interpolate Enumerated status 3 s ¥

© 15:14:30

Integer status 3
0 14:23:42

Integer status 3
©15:14:30

Controllable single point 3
1 14:23:42

Live status (On @ & 1512 [] BAO68N

L
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» GOOSE e SV fora de sequéncia & Perdas de Frame

o /h‘ K File Tools DANEO400_Cigre_GE.dac - OMICRON DANEO Control

Measurement System System Under Test Network Diagram Supervision Recording Observation

[ Fo Fo »(E x ‘—I—I r@ ../

Import SCL  Add IED Remove IED Discover IED Remove Verification Find orphans Clear orphans

E MU320_52A Destination MAC address  01-0C-CD-01-00-20 A
Application ID 4128 (0x1020)
IED properties GOOSE ID 52A
4 GOOSE DataSet reference MU320_52ACTRL/LLNO$Diglnput
4 LD CTRL VLAN ID not present
G LLNO.FastGOOSE1 VLAN priority not present
G LLNO.SW Status Needs commissioning False
4 Sampled Values Configuration revision 1
4 LD MUO1
v MUS2A
4 Data Model Source MAC address F8-02-78-10-68-E5
LD CTRL Simulation False
LD MUOT Entry time 07/08/2023 18:14:56,929
Status number 2789
Sequence number 22
Time to live 2000 ms

‘ Number of DataSet entries 32

4 Statistics (9

Estatistica da perda de

frames para GOOSE A B ETH

Receive time 07/08/2023 18:15:08,955 07/08/2023 18:15:08,955
Packet count 331 275
Status changes seen 28 24
Status changes missed o 4
Retransmissions missed 0 10
Duplicates seen 0 0
Time to live expired False False
Time to live expired count 0 1
Packet delay:

Minimum 944,80 ps 947,08 ps

Maximum 966,54 ps 512,96 ms

Average 947,88 ps 22,28 ms

4 DataSet - MUIR2D S2ACTRI/EENOSDinlnnit

#' 73 Messages



» GOOSE e SV fora de sequéncia & Perdas de Frame

TTL expired + Out
of Sequence
gquando o GOOSE
retorna
(0o mesmo
acontece com SV)

“% B B Fie Tools

Measurement System System Under Test Network Diagram

DANEO400_Cigre_GE.dac - OMICRON DANEO Control

Supervision Recording Observation

- B B “& X Tt

R

Import SCL Add IED Remove IED Discover IED Remove Verification Find orphans Clear orphans

E MU320_52A Destination MAC address

Application ID
IED properties GOOSE ID
GOOSE DataSet reference
4 LD CTRL VLAN ID
G LLNO.FastGOOSE1 VLAN priority

G LLNO.SW_Status Needs commissioning

Sampled Values Configuration revision

01-0C-CD-01-00-20 A I
4128 (0x1020)

52A E
MU320_52ACTRL/LLNO$Diglnput -

not present

not present

False
1

4 LD MUO1

SV MUS2A

Data Model Source MAC address
LD CTRL Simulation
LD MUO1 Entry time
Status number
Sequence number

Time to live
II

” Number of DataSet entries

F8-02-78-10-68-E5

False

07/08/2023 18:14:56,929

2789

22

2000 ms

32

A B

Receive time

Packet count

Status changes seen
Status changes missed
Retransmissions missed

Duplicates seen
Time to live expired

Packet delay:
Minimum
Maximum
Average

Time to live expired count

07/08/2023 18:13:08 955 07/08/2023 18:15:08,955
331 275
28 24
0 4
10
0

False False

0 1

944,80 ps 947,08 ps
966,54 ps 512,96 ms
947,88 ps 22,28 ms

4 DataSet - MUIR20 S2ACTRI /L NOSDialnnit

#' 73 Messages



» Perda de Integridade

A B File Tools

Measurement System System Under Test Network Diagram Supervision Recording Observation

DANEO400_Cigre_SEL.dac - OMICRON DANEO Control

@ B B W | X| X @B J | e« J4

Import SCL  Add IED Remove IED Discover IED Remove Verification Find orphans Clear orphans Override Reset values
B vut Defined
U VIS GRS U U U e
|ED properties Application ID 4113 (0x1011)
GOOSE GOOSE ID Mu1
4 LD CFG DataSet reference MU1CFG/LLNOSGOOSE_PB
G LLNO.MU1_GOOSE_PB VLAN ID 100
Sampled Values VLAN priority 4
4 LD CFG Needs commissioning False
sV 4010 Configuration revision 1

SV 4011
Source MAC address
Simulation
Entry time
Status number
Sequence number

Data Model
LD CFG
LD PRO
LD MET
LD CON
LD ANN
LD MUO1

Time to live
Number of DataSet entries

A B ETH

Receive time
Packet count
Status changes seen
Status changes missed
Retransmissions missed
Duplicates seen
Time to live expired
Time to live expired count
Packet delay:

Minimum

Maximum

Average

4 DataSet - MU1CFG/LLNOSGOOSE_PB

Name Type Value Ports
[ BK1AXCBR1.Pos.stval Dbpos A B EH

» B BK1AXCBR1.Pos.g
» B3 REGGIO2.5PCSO10

Quality A B EH

Struct [3]

m DC1XSWI1.Pos.stVal Dbpos A B ETH

Orphans » B DC1XSWI1.Pos.q Quality A B EH

4« G GOOSE(1) m DC2XSWI2.Pos.stVal Dbpos A B ETH
MU1CFG/LLNOSGOSMU1_GO... » m DC2XSWI2.Pos.q Quality A

Found

viriy pry et
Needs commissioning False
Configuration revision 1

4 Packet information

Source MAC address 00-30-A7-17-CB-EB

Simulation False

Entry time 03/08/2023 11:19:56,884
Status number 1

Sequence number 287

Time to live 2000 ms

Number of DataSet entries 8

A B ETH
Receive time 03/08/2023 11:24:41,169|  03/08/2023 11:24:41,169
Packet count 54 54
Status changes seen 0 0
Status changes missed 0 0
Retransmissions missed 0 0
Duplicates seen 0 0
Time to live expired False False
Time to live expired count 0 0
Packet delay:
Minimum
Maximum
Average
Name Type Value Ports
[ BK1AXCBR1.Pos.stval Dbpos 01 [off) [ [
» B0 BK1AXCBR1.Pos.g Quality Gobd | B
» E RBGGIO2.SPCSO10 Struct (3]
B3 OCIXSWI1 Pos.stval Dbpos 01 [off] AT i)
» BB pcixswitposg Quality Good = ==
B ocaxswiz.Pos.stval Obpos 01 [off ] il
» B Dcaxswizposq Quality Good AT [ -
4 [ structAttribute 1 Struct (3] --
m StructAttribute 1.BooleanAttr Boolean False - - t
m StructAttribute 1.BitStringAtt  BitString [13] 0000000000000 - -

03/08/2023 11:19:56... [ [

» m StructAttribute 1.Timestamp/ Timestamp

Signal pool

¥ Oraculo IEC (DJ160G) v
A

JL GOOSE
Pos Lan A X Pos Lan B X
JL Supervisor

% Raw traffic

Detectado conteudo
do Dataset diferente

OMICRON

L



» Perda de Integridade

Detectado conteldo
do Dataset diferente

A 2023-08-03 11:20:05.529-03:00 E MUT » GOOSE multicast address
Wrong NumDatSetEntries number in GOOSE '"MU1CFG/LLN0O$GOSMU1_GOOSE_PB'.
Help ID: < GOOSE_NUM DATASET _ENTRIES_MISMATCH
Network interface: X20:2, X20:3
Created: 2023-08-03 11:20:05.529-03:00
Updated: 2023-08-03 11:20:26.548-03:00
Occurred during maintenance: No
Network traffic: (@ Pcap recording in progress...
VLAN ID: 100
VLAN priority: 4
Source MU1
MAC address: 00:30:A7:17:CB:EB SCHWEITZER ENGINEERING
Destination GOOSE multicast address
MAC address: 01:0C:CD:01:00:11

Y

OMICRON



Perda de Integridade Detectado contetido

do Dataset diferente

| H Ny 7| Fie StationScout_Cigré.acc - OMICRON StationScout
BN system diagram s ‘ i 2 Watchlist
o G
/N CFG/LLNO.MU1_GOOSE_PB

4. GOOSE warning

L] ) « Received number of dataset entries ‘8' does not match number of entries '7' defined in SCL file.
a m m < « Dataset structure does not match the structure defined in SCL file. This could cause problems in
a e O n I O r a e n O - a I O n receiving |EDs.

4 Details
Status: GOOSE warning
Enabled: True
Control block reference: MUICFG/LLNOSGOSMU1_GOOSE_PB
Destination MAC address: 01:0C:CD:01:00:11
Application ID: 4113 (1011hey)
GOOSE ID: MU1
Dataset reference: MUICFG/LLNOSGOOSE_PB
VLAN ID: 100 (064pex)
VLAN priority: 4
Configuration revision: 1
Live status
Bay SE Bay GE Entry time: 2023-08-03 11:19:56.883-03:00

State number: 1
Sequence number: 110

g Time allowed to live (ms): 2000

E g P g g Remaining time to live: O

/LN L‘!\\J G I& 4
P M N 2 5 L1 M U1 M U 2 RL1 L90 o No VLAN information available.

4 Communication
s Subscribers

& rRu y..

4 Transmitted signals
RB Generic process /0 2

RB Single point controllable status output - 10

False | A
i A\ 11:19:56
e e
BK1A Circuit breaker 1
d BK1A Switch position 1
A A\ 11:19:56
& + - |5

— L

Lvestatus (On @ & nao [] BAO68N

OMICRON



» Mensagem Corrompida

Data Parser do SG Software externo Ostinato
detectou goose invalido Corrompeu GOOSE

A 2023-08-04 14:27:43.439-03:00 a PMN2_5L1 » GOOSE multicast address
Invalid GOOSE message. This can lead to reception problems in other IEDs.

e -

Help ID: # GOOSE_ENCODING_ISSUE

Network interface: X20:2, X20:3

Created: 2023-08-04 14:27:43.439-03:00

Updated: 2023-08-04 14:32:23.686-03:00

Occurred during maintenance: No

Network traffic: ¥ Download pcap files

Issues: o GOOSE header parse error: Length field in GOOSE header is longer than possible

o GOOSE header parse error: Wrong element in the stream: numDatSetEntries BerTag field=0, Length field=0,
expected BerTag=138 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Source PMN2 5L1
MAC address: B4:B1:5A:09:B6:79 Siemens AG Energy Management Division
Destination GOOSE multicast address

MAC address: 01:0C:CD:01:00:33

Y
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» Mensagem Corrompida

-7 A B File Tools DANEQ400_Cigre_Sie

Measurement System System Under Test Network Diagram Supervision Recording Observation

i

B ] / m 55, | Severity VI A VO

-
Start Stop Clear  Delete all Devices ¥ | Category ] E G it @

Software externo
Ostinato Corrompeu SV

Event list #Conﬁguration ¥ Actions

Date and time Device Category Type Description
X 2023-08-04 20:16:22.098 Oraculo IEC (DJ160G)  Sampled Values Parsing error MUP5AX _E ST1

° 2023-08-04 20:16:21.598 Oraculo IEC (DJ160G) Sampled Values Parsing error MUPSAX_E_ST1

° 2023-08-04 20:16:21.098 Oraculo IEC (DJ160G) Sampled Values Parsing error MUPSAX_E_ST1

° 2023-08-04 20:16:20.598 Oraculo IEC (DJ160G)  Samnbled Values Parsing error MUPSAX_E_ST1
Data Parser do DANEO B  >0232-08 04 26:16:20.098 Oraculo IEC (DJ160G)  Sambled Values Parsina error MUPSAX F ST1

detectou GOOSE invélido

Severity Error

Date and time 2023-08-04 20:16:22.098

Device Oraculo IEC (DJ160G)

Category Sampled Values

Type Parsing error

Port B

SVID MUPS5AX_E_ST1

Destination MAC address = 01-0C-CD-04-00-30

Source MAC address B4-B1-5A-09-B3-E6

Application ID 16447

Simulation False

Y
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» Deteccéo de
eventos
excessivos

I8 S| Fie

= System diagram
o

ohitoramento OMICRON - StationScout

For oscillating GOOSE, a chatter suppression service is provided for all the Boolean members configured in Fast datasets
(TTeDataSetl to TTeDataSetd). The Chatter or Oscillation on Booleans can flood the communication network with
unwanted GOOSE messages. Hence, the UR oscillatory GOOSE feature monitors each Boolean data item that is configured

in the fast datasets, which

corresponding Boolean value is considered chattering and suppressed as long as the condition exists, and for a minimum
period of one second. The oscillation event history is provided in the UR Web page IEC 61850 Oscillation History, with a
buffer size of 16 events. While any of the Boolean is suppressed, the oscillatory GOOSE self-test message is activated and

@Master/LPHD1.0scilGOO

N AN

are scanned at fast rate of 2 ms. When four state changes are detected in 40 ms, the

il

StationScout_Cigré.acc - OMICRON StationScout

iE Overview

SE.stVal is set to TRUE.

O - @ x

2 Watchlist

E=r s
L90
< Ei Physical device LN
Master/LPHD1
4 Details
Value: Warning
Category: System
4 Test cases + =
To add a new test case, click + on the top right.

False
© 08:54:50
Bay SEL Bay GE & PBEthPort2 Fail operand
alse
© 08:54:50
g Q PTP FAILURE operand
N A A A - =N Faice © 08:54:50
L LY ) L\ JACAN
5L1 MU1 MuU2 RL1 L90 = SECOND ETHERNET FAIL operand
alse
© 08:54:50
L90Master/LPHD1.0scilGOOSE.stVal _— THIRD ETHERNET FAIL operand
OscilGOOSE © 08:54:50
Value:  True OscilGOOSE s ¥
Quality: Good True @ N
Time:  2023-08-07 17:49:49.357-03:00 17:49:49
Accuracy: < 10 ms (T0)
E_ Leap seconds included
Livestatus (On' @ & 17:48 [ BAO68N

4 Communication
s Sending

No communication found for applied filter

IED Indica
GOOSE

4 Associated signals

Physical device LN

Oscilatoério

PBEthPort1 Fail operand

OMICRON

Y



» Mensagens nao previstas (0rfaos)

nn /ﬁ\ B File Tools

Measurement System System Under Test Network Diagram Supervision Recording Observation
> N d W E Seenty VIO WA MO
t Stop Clear Delete all Devices ¥ | Category [ ] E m ] ° [v] == @

Event list ﬁConﬁquration 7 Actions

. Sampled Values (1)

v 4020 - Q
Date and time Device Category Type Description
5 03/08/2023 15:48:36,307 Oraculo IEC (DJ160G) Sampled Values Never seen 4010
o 03/08/2023 15:47:04,360 Oraculo IEC (DJ160G) Sampled Vzlges Out of sequence 40171; 3842 samples missed
o 03/08/2023 15:47:04,239 Oraculo IEC (DJ160G) Samipled Values Out of sequence 4011; 3842 samples missed
Severity Warning
Date and time 03/0872023 15:48:36,699
Quando troca-se um Device Oraculo IEC (DI160G)
parametro radical como o Category Sampled Values
= T Never s
APP ID, é como se o0 SV 452 i
t . t Port ETH
anterior estivesse i —
desaparecido e aparece Simulation False

um novo 6rfao. O mesmo

vale para os parametros

radicais do Control Block
de GOOSE

Y
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» Avaliacao de desempenho e laténcia

4 malas injetando 4 SV cada

(16 Streams no total) a traves

do software RelaySimTest

Aviso: Se vocé continuar, os GOOSEs e Sampled Values reais serdo emitidos!

GOOSEs a serem simulados Sinal de simulacdo Encontrado na rede

Sampled Values a serem simulados Sinal de simulacdo Encontrado na rede

JOAO_Overload - OMICRON_Overload 1 Sim + Nenhum duplicado
JOAQ_Overload - OMICRON_Overload?2 Sim + Nenhum duplicado
JOAO_Overload - OMICRON_Overload3 Sim + Nenhum duplicado
JOAO_Overload - OMICRON_Overload4 Sim v Nenhum duplicado
JOAO_Overload_2 - OMICRON_Overload5 Sim +/ Nenhum duplicado
JOAO_Overload_2 - OMICRON_Overload6 Sim +/ Nenhum duplicado
JOAO_Overload_2 - OMICRON_Overload7 Sim + Nenhum duplicado
JOAO_Overload_2 - OMICRON_Overload8 Sim + Nenhum duplicado
JOAO_Overload_3 - OMICRON_Overload9 Sim + Nenhum duplicado
JOAQ_Overload_3 - OMICRON_Overload10 Sim + Nenhum duplicado
JOAO_Overload_3 - OMICRON_Overload11 Sim + Nenhum duplicado
%9

JOAO_Overload_3 - OMICRON_Overload12 Sim v Nenhum duplicado OMICRON|
JOAQ_Overload_4 - OMICRON_Overload13 Sim + Nenhum duplicado

JOAO_Overload_4 - OMICRON_Overload14 Sim +/ Nenhum duplicado

4 RelaySimTest

JOAO_Overload_4 - OMICRON_Overload15 Sim +/ Nenhum duplicado

JOAO_Overload_4 - OMICRON_Overload16 Sim + Nenhum duplicado

Continuar Cancelar

9
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» Avaliacao de desempenho e laténcia de rede

)

1000 Mbit/s =

Utilizacdo de Modo TAP para

Carregamento da rede em mais
medir Laténcia de rede

de 80% (em Bytes)

iemens_delay.dac - OMICRON DANEO Control

nnn

DANEO400_Cigre

2 B File Tools

Measurement System System Under Test Network Diagram Supervision Recording Observation

+ 4

Clear

@
>-° Set reference

\,

Time range
Data range

Relative phases

Sheet 1 X
A
12 - MB/s Oraculo IEC (DN60G) = Raw traffic
7 Soes s sy g e g e S e 1 e e ey ) o e e o ] e | fm e ]
10—_ ’. m B 10.0 MB/s
g | m ETH 10.6 MB/s
| |
6 |
. |
4- i
- |
2 |
0 1‘

~Jecusxomo

TAP

JL Device

JL Supervisor

*= Raw traffic

L]
Packets/s

Y
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» Avaliacao de desempenho e laténcia de rede

COM_OVERLOAD.dan - OMICRON DANEO Control

Gravacéao de 30s,
Observa-se
Incremento de
Jitter e de
Laténcia

& H© File Tools

Propagation Delay 1 X  Propagation Delay 2

MAC P Range

Addresses ¥

a EtherType

Ports ¥ Values ¥ Addresses ¥ | Interval

B4-B1-5A-09-B3-E6 — 01-0C-CD-04-00-30 Oraculo IEC (DJ1
100000

10000

% A W File Tools

Propagation Delay 1 X Propagation Delay 2 +

E EtherType
Ports ¥

MAC P Range

Values ¥ Addresses ¥ | Addresses ¥ | Interval

B4-B1-5A-09-B3-E6 — 01-0C-CD-04-00-30

raculo IEC (DJ160G) - A

651 0
06 1 U

10000—

1000

100—

81.00 ps

SEM OVERLOAD.dan - OMICRON DANEO Control

]
1.00 ps

Oraculo IEC (DJ160G) - ETH
2023-08-06 14:11:50.006

Avg

Std Dev

Packets

X

80.72 ps
137.29 us
81.18 ps
459.00 ns
143998

-]
1.00 ps

Oraculo IEC (DJ160G) - ETH

2023-08-06 14:04:40.950

Std Dev

Packets

212.00 ps

SV - 0x88BA (1)

B4-B1-5A-09-B3-E6 — 01-0C-CD-04-00-30 (288000)

X

81.18 us
211.60 ps
146.32 ps

12.29 us

143995

IED1 - Protegio

[ 2
.:. GOOSEs

IED2 - Merging Unit
. -

L]
=
IED3 - Protecdo
®
L

SV - 0x88BA (1)

B4-B1-5A-09-B3-E6 — 01-0C-CD-04-00-30 (288000)

=

100 MBit/s

100 MBit/s

E ! I
AP

1000 Mbitys | N

e
Y
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» Avaliacao de desempenho e laténcia de rede

IN@ _ g x

= /ﬁ\ K File Tools COM_OVERLOAD.dan - OMICRON DANEO Control

Data Propagation Delay 1 Propagation Delay2 X +
L £ EtherType MAC P Range ! [ ] b
Ports ¥ Values ¥ Addresses ¥ | Addresses ¥ | Interval 1.00 ps Traffic pool

A

X GOOSE - 0x88B8 (2) v

137.29 us

...5L1Application/LLN0$GO$Control_DataSet [o] Oraculo IEC (DJ160G) - ETH

2023-08-06 14:04:40.950

Min ..N2_5L1Application/LLNO$GO$Control_DataSet (60)

47 -
il Max 29039 |JS ...2_5L1Application/LLN0$GO$Control_DataSet_1 (60)
o a9 201.52 ps
sdDev  45.39 us
2_.
Packets 30
L1 L 1 [ 1 L1 1

137.00 ps 291.00 ps

T /ﬁ‘ K File Tools SEM OVERLOAD.dan - OMICRON DANEO Control

Data

Ports ¥

Propagation Delay 1 Propagation Delay2 X +

MAC P

Addresses ¥

EtherType Range &

Values ¥ Addresses ¥ | Interval 1.00 ps

Foi notada perda de
pacotes somente se

..5L1Application/LLN0$GO$Control_DataSet [e] Oraculo IEC (DJ160G) - ETH

2023-08-06 14:11:50.006

houverem eventos de 20
Goose sucessivos o
durante a gravacao |

o
v

137.00 us 138.00 us

Min

Max

Avg

Std Dev

Packets

Gravacao de 30s, 1 Goose
repetido cada 1 segundo

Observa-se incremento de
Jitter e de Laténcia

N&o ha perda de pacotes

<
Traffic pool

A

X GOOSE - 0x88B8 (2) v

137.20 ps
137.68 us
137.47 ps
127.00 ns

30

..N2_5L1Application/LLNO$GO$Control_DataSet (60)
..2_5L1Application/LLN0$GO$Control_DataSet_1 (60)




» Avaliacao de desempenho e laténcia (function time)

on & B File Tools

Measurement System System Under Test Network Diagram Supervision Recording Observation
. v
- B B w X X [ s o
import SCL Add I[ED Remove I[ED Discover IED Remove Verification Find orphans ar orpha Reset values

IED properties 4 Control block attnbutes Goose ContrOI BIOCk
“ GOOSE Control block reference RL1CFG/LLNOSGOSRL1_GOOSE_PB

4 LD CFG Destination MAC address  01-0C-CD-01-00-10 e Su btrai da. hora

G LLNO.RL1_GOOSE_PB Application ID 4112 (0x1010)

2 Data Model GOOSE 1D local quando a

LD CFG DataSet reference RL1CFG/LLNOSGOOSE _PB

i PRO VAN D mensagem chega no
LD MET VLAN priority 4

LD CON Needs commissioning False d 0 Dan eo

Configuration revision 1
LD ANN

Source MAC address 00-30-A7-17-41-B0

Simulation False

Entry time 03/08/2023 14:01:40,979

susiino Hardware de Simulagdo SEL
Gimoioo oo insere laténcia no circuito, que
I ————— desta vez € medido no System
Receive time - 03/08/2023 14:01:40,996 Under TeSt ESta medlgé‘O Sé
e “ funciona se houverem eventos
ot : de Goose e s¢ faz sentido se o

Duphcates seeh 0 DANEO e o relé estiverem

Time to live expired

Time to live expired count 0 S I n C rO n I Zad O S .
Packet delay:

Minimum 423,49 ps|

Maximum 491,50 ps

Average 466,52 ps ‘z q

OMICRON



» Avaliacao de desempenho e laténcia (function time)

- /ﬁ‘ H File Tools

Measurement System System Under Test Network Diagram Supervision Recording

- B B g X X [ “ 4

Import SCL Add IED Remove I[ED Discover IED Remove Verification Find orphans

a RL1 e G RLICFG/LLNO$GOSRL1_GOOSE_PB

IED properties

4 Control block attributes

4 GOOSE Control block reference RL1CFG/LLNOSGOSRL1_GOOSE_PB
4 LD CFG Destination MAC address  01-0C-CD-01-00-10
G LLNO.RL1_GOOSE_PB Application ID 4112 (0x1010)

4 Data Model GOOSE ID RL1

LD CFG DataSet reference RL1CFG/LLNOSGOOSE_PB

LD PRO VLAN ID 100

LD MET VLAN priority 4

LD CON Needs commissioning False

Configuration revision 1

LD ANN

4 Packet information

Source MAC address 00-30-A7-17-41-B0
Simulation False

Entry time 03/08/2023 14:01:40,979
Status number 2889

Sequence number 3

Time to live 2000 ms

Number of DataSet entries 5

4 Statistics

Reset values

Observation

Receive time
Packet count
Status changes seen
Status changes missed
Retransmissions missed
Duplicates seen
Time to live expired
Time to live expired count
Packet delay:
Minimum
Maximum

Average

03/08/2023 14:01:40,996

423,49 ps|
491,50 ps|
466,52 ps

Application

=
8

NETWORK

Transfer Time

- /ﬁ‘ H File Tools

Measurement System System Under Test Network Diagram Supervision Recording Observation

- B B g X X R “ 4

Import SCL Add IED Remove I[ED Discover IED Remove Verification Find orphans

A r v

IED properties

Reset values

G RLICFG/LLNO$GOSRL1_GOOSE_PB

4 Control block attributes

4 GOOSE Control block reference RL1CFG/LLNOSGOSRL1_GOOSE_PB

4 LD CFG Destination MAC address 01-0C-CD-01-00-10
G LLNO.RL1_GOOSE_PB Application ID 4112 (0x1010)
4 Data Model GOOSE ID RL1
LD CFG DataSet reference RL1CFG/LLNOSGOOSE_PB

ib PRO VLAN ID 100

LD MET VLAN priority 4
- Catse
LD CON Needs confmlssconfng alse
Configuration revision 1

LD ANN

4 Packet information

Source MAC address 00-30-A7-17-41-B0
Simulation False

Entry time 03/08/2023 13:58:37,173
Status number 2802

Sequence number 4

Time to live 2000 ms

Number of DataSet entries

5

4 Statistics

Receive time 03/08/2023 13:58:38,193

Packet count 88

Subscriber Status changes seen 15

Status changes missed

=
3 Application Retransmissions missed

Duplicates seen
Time to live expired

Function Time

Time to live expired count
Packet delay:

Minimum

T0

Maximum

Average

Hardware de Simulacdo SEL insere laténcia no circuito, que desta vez é medido no System Under Test. Esta medicdo s6 funciona se
houverem eventos de Goose e s0 faz sentido se o DANEO e o relé estiverem sincronizados.



» Avaliacao de desempenho e laténcia (function time)

De forma parecida pode-
se medir a laténcia para
o SV, onde ambos
DANEO e MU devem
estar sincronizados pelo
mesmo GPS, compara-
se aamostra do topo do
segundo com a horade
chegada dela no DANEO

o ﬁ K File Tools

Measurement System

- B

Import SCL Add IED Remove IED Discover IED

B v

IED properties

4 GOOSE

4 LD CFG

[

System Under Test

&

G LLNO.MU1_GOOSE_PB

4 Sampled Values

4 LD CFG
SV 4010
SV 4011

4 Data Model

LD CFG
LD PRO
LD MET
LD CON
LD ANN
LD MUO1

X |

Remove Verification Find orphans

Control block reference

Destination MAC address

Application ID

SVID

Sample rate

Sample mode
noASDU

DataSet reference
VLAN ID

VLAN priority
Configuration revision
Optional fields

Source MAC address
Simulation
Synchronization status
Grandmaster clock ID

Number of DataSet entries

Receive time

Samples seen

Samples missed

Sampling rate

Last packet smpCnt=0

Ciock drift (current)

Clock dnin {since start)

Timed out

Timed out count

Packet interval:
Minimum
Maximum
Average

Packet delay:
Minimum

Maximum

Average

Network Diagram

4 Control block attributes

Supervision

R & o

Recording

Reset values

MU1CFG/LLNOSMSSMSVCB0O4
01-0C-CD-04-00-11
16401 (0x4011)

4011

80

Samples per cycle

1
MU1CFG/LLNOSPhsMeas4
100

4

1

not present

00-30-A7-17-CB-EB
False
Globally synchronized (2)

Observation

DANEOQ400_Cigre_SEL.dac - OMICRON DANEO Control

not present

|Synchromzed to global area tlock.|

16

A

03/08/2023 18:43:12,531
72000

0

4,800 kHz

03/08/2023 18:43:12,001
-8,00 ns

120,00 ns

False

0

23,92 ps
500,24 ps
20833 ps

712,61 ps
1,03 ms
1,00 ms

03/08/2023 18:43:12,893
74400

0

4,800 kHz

03/08/2023 18:43:12,001
248,00 ns

104,00 ns

False|

0

171,92 ps
244,81 ps
208,33 ps

716,02 ps
753,20 ps
71748 ps

OMICRON
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» Deteccao de auséncia/presenca de sinais de

sincronismo

I/ S~ Fie

= System diagram

i

'Y

StationScout_Cigré.acc — OMICRON StationScout

MUPMN2_5L1
Time sync.

Application/LTMSO

Value: 0003C7FFFE017290
Category: System
. Ve . . . .
Behavior: On
SAS Cigré - Sistema de Monitoramento OMICRON - Station
4 Test cases L i —
To add a new test case, click 4 on the top right.
4 Communication
4 Sending
Bay Siemens Bay SEL Bay GE B3 Appication/LLNO.Report01
A
P@ % -! A u u E! 4 Associated signals
LA MUPMN2_5L1Application/LTMS0.TmSynErz.stVal
MUPMN2 5D1 MUPMN2 5L1 PMN2 5L1 MU1 TmSynErr Time sync.
Value: False TmSvnErr s I
Quality: Good False © 0934
Time:  2023-08-07 09:34:36.692-03:00 g
Accuracy: >10ms (unspecified) 0003C7FFEE TmSrc
Leap seconds included 017290 b 00:34:36
TmSrcTyp
PTP z
1 09:34:36
= TmChSt1
rue
© 09:34:36
s TmChSt2
e &\ 09:24:08
e LeapSecond
alse ’
%, 09:24:08
- Sync
— rue © 09:47:23
3 F + = |0

@ Subscribing GOOSE (6/13)...

Live status

& 09:45

[] BAO68N

IED Sincronizado (LTMS)
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» Deteccao de auséncia/presenca de sinais de
sincronismo

PTP Sniffer - Oraculo IEC (DJ160G)

PTP masters

Status | Port
v A
& EmH

PTP source details

V Protocol

Domain
|EEE 802.3 0
|EEE 802.3 0

Usable

Delay mechanism
Announce interval
Sync interval

Other peers

Best master available
Packet errors

Peer-to-Peer
1s

1s

1

True

0

Power profile GM ID
Power profile version
MAC address

VLAN ID

VLAN priority

GM identity

GM priority 1

GM priority 2

GM clock accuracy
GM clock class

GM clock variance
Qualified

Alternate

TLV count

UTC offset

UTC offset valid
Leap 59

Leap 61

Time traceable
Frequency traceable
PTP time scale

Time source

4 1@00-03-C7-FF-FE-01-72-90 (Best master)

00-03-C7-01-72-90
not present

not present
00-03-C7-FF-FE-01-72-90
128

100

WITHIN_T00_NS (0x21)
PRIMARY_REF_PTP (6)
13056

True

ralse

0

37

True

False

False

True

False

True

GPS (0x20)

Auséncia PTP em uma das

Lans

OMICRON
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» Redundancia de sinais de sincronismo

PTP Sniffer - Oraculo IEC (DJ160G)

Presenca nas duas Lans

Status | Port Protocol Domain 4 41@00-03-C7-FF-FE-01-72-90 (Best master) Classe Clock 6 (Global)
mm Power profile GM ID --

o B IEEE 802.3 0 Power profile version =

O ETH IEEE 802.3 0 MAC address 00-03-C7-01-72-90
VLAN ID not present
VLAN priority not present
GM identity 00-03-C7-FF-FE-01-72-90
GM priority 1 128
GM priority 2 100

GM clock accuracy
GM clock class
GM clock variance

WITHIN_T00_NS (0x21)
PRIMARY_REF_PTP (6)
13056

Qualified True
PTP source details Usable Alternate False
TLV count 0
Delay mechanism Peer-to-Peer UTC offset _ 37
Announce interval 1s UTC offset valid True
Sync interval 1s Leap 59 False
Other peers 1 L?ap 61 False
Best master available True Time traceable True
Packet errors 0 Frquency traceable False
PTP time scale True
Time source GPS (0x20)

OMICRON



p Laténcia PTP

U R R e

=

File

System diagram

StationScout_Cigré.acc - OMICRON StationScout

Overview

47
255
B4B15AFFFE
09B3E6
6
Bay Siemens Bay SEL Bay GE | 20B7COFFFE
00D322
E? = =
(7 ‘® ‘ =
N £
MUPMN2 5D1 MUPMN2 5L1 PMN2 5L1 MU1 RL1 L9
I 5
MUPMN2_5L1Mod2_Channel1/
PTP_LTPC1.MePathDITmns.stVal 33
Mean path delay
Value: 8064349
Quality: Good 8064349
Time: 2023-08-07 10:25:25.651-03:00
Accuracy: < 1 ps (T5) 1
Leap seconds included
-53
True
37
F + — |51
— 00D322

Mean Path Delay

A Watchlist

MUPMN2_5L1

IEEE 1588
Mod2_Channel1/PTP_LTPC1

Clock accuracy

Clock class

Clock identity

GM clock class

GM ciock identity

GM clock priority 1

GM clock priority 2

GM clock accuracy

Mean path delay

Number of ports

Offset from master

UtcOffset valid

UtcOffset

20B7COFFFE Master-clock identity

Live status (On @ @ 10:23

§\ 09:24:17
8, 09:24:17
&\ 09:24:17
© 10:14:56
© 10:19:37
© 10:19:37
© 10:19:37
© 10:14:56
s ¥
©10:25:25
& 09:24117
®© 10:25:25
/A 09:34:35
§, 09:24:17

a 0-19:
[ BAO68N
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p Laténcia PTP

» A Laténcia é corrigida, ela ndo importa!

» Aimprecisao importal

» Certos perfis do PTP anunciam a

Imprecisao:

» Um outro erro que pode ser detectado
pelo DANEO é o intervalo incorreto
entre as mensagens de anuncio, sync,

etc.

OMICRON‘

Clock Maximum time inaccuracy inserted
Grandmaster Clock 250 ns (en comparacién con su referencia de tiempo)
Transparent Clock 50 ns (entre la entrada y la salida)

Boundary Clock 200 ns (entre el puerto maestro y el puerto esclavo)

Tabla 1 - Inexactitudes de tiempo aceptables por tipo de reloj

750 ns

Switch S1
(TC)

/'\ Switch S2

(TC)

50 ns

-

1 ps

=

Switch S15
(TC)

llustracion 1 - Inexactitud de tiempo para una cadena de relojes transparentes

L

4

UTC
TAl

@

Local {

03/08/2023
03/08/2023

03/08/2023

20:20:53
23:20:53
23:21:30

PTP details - Port A

Synchronization status

Status

Offset from master
Peer mean path delay
Steps removed

Master details

Slave
-6 ns

<
3Zns

Port identity

GM dentity

GM clock class
GM clock accuracy

2@00:30a7fffe:17:bbSe
00:30:a7:111e:17bbSe
PRIMARY _REF PTP (6)
WITHIN_T00_NS (0x21)

GM clock vanance 18820
GM priority 1 128
GM prionty 2 128
WEEE 37 0138 AL 1IN 20
GM time inaccuracy 21ns
Network time inaccuracy 49 ns
Time properties

UTC offset 37s
UTC offset vahd True
Leap 59 False
Leap 61 False
Time traceable True
Frequency traceable True
PTP ume scale True

Time source

GPS (0x20)



» Comutacao de fonte PTP

PTP Sniffer - Oraculo IEC {DJ160G)

Status Port
ETH

PTP source details

Protocol Domain
[EEE 802.3

IEEE 802.3

IEEE 802.3

Usable

Delay mechanism
Announce interval
Sync interval

Other peers

Best master available
Packet errors

Peer-to-Peer
1s

1s

1

True

0

PTP masters

Power profile GM ID

Power profile version

MAC address
VLAN ID

VLAN priority

GM identity

GM priority 1

GM priority 2

GM clock accuracy
GM clock class
GM clock variance
Qualified
Alternate

TLV count

UTC offset

UTC offset valid
Leap 59

Leap 61

Time traceable
Frequency traceable
PTP time scale
Time source

Video de comutacédo PTP

4 1@20-B7-CO-FF-FE-00-D3-22 (Best master)

3

1

20-B7-CD-00-D3-22
not present

not present
20-B7-CO-FF-FE-00-D3-22
3

5

WITHIN_100_NS (0x21)
PRIMARY_REF_PTP (6)
18465

True

False

2

37

True

False

False

True

True

True

GPS (0x20)

OMICRON
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» Comutacao de fonte PTP

Registro de comutacéo PTP

i ﬂ FH File Tools DANEO400_Cigre_Siemens.dac - OMICRON DANEO Control

Measurement System System Under Test Network Diagram Supervision Recording Observation

> N A | | Seeiy VIO MA 1O
Start Stop Clear Deleteall | Devices ¥ | Category D |:| V@ viems VI

= Event list QConﬁguration #® Actions

v |Q
Date and time ' Device Category ' Type v Description
i 0770872023 10:29:43,975 Oraculo IEC (DJ160G) PTP Grandmaster ID changed 00:03:c7:ff:fe:01:72:90 (20:b7:c0:ff:fe:00:d3:22)
° 07/08/2023 10:29:41,974 Oraculo IEC (DJ160G) PTP Synchronization lost
v Control block attributes
Severity Information
Date and time 07/08/2023 10:29:43,975
Device Oraculo IEC (DJ160G)
Category PTP
Type Grandmaster ID changed
Port identity 1@00:03:c7:ff:fe:01:72:90 (previous: 1@20:b7:c0:ff:fe:00:d3:22)
GM identity 00:03:c7:ff:fe:01:72:90 (previous: 20:b7:c0:ff:fe:00:d3:22)
GM clock variance 13056 (previous: 18465)
GM priority 1 128 (previous: 5)
IEEE C37.238 GM ID 0 (previous: 3)
Frequency traceable FaISe (previous: True) ‘z g
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Testes Adicionals

» Holdover MU
» Tempo de Processamento MU

Ll
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» Holdover & IEC 61869

N N e T T W N S e e S e N W
6.904.5 Holdover mode

When the external synchronization signal is lost, the merging unit shall go into a holdover
mode. For the duration of the holdover period the merging unit shall continue to send samples
maintaining the sample timing required for the measuring accuracy class. During holdover, the
"SmpSynch" attribute in the SV messages shall remain unchanged, and the "SmpCnt"
attribute in the SV messages shall increment and wrap as if a synchronization signal were
present.

The minimum holdover duration shall be nder stable temperature conditions.

When the synchronization signal resumes before holdover

it, the sampled value
messages shall continue as if the synchronizing signal were continuous.

Y
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» Drift de tempo de MU (holdover time)




= B B File Tools Analysis1.dan - OMICRON DANEQ Control N @ _ o X

Time Signal 1 Time Signal2 X + . Signal pool
VMU

Instantaneous values

= Vi -581,35 kV

V4011 MUO1

Instantaneous values

® MUOTVAYTVTR1 -580,70 kv

Je Holdover M€

TempoO
' | vl = TS Locked off @
|20 = s Fail on@®
= TS Global off @
= TSOK of @
» 5,2922s
700 | m® W QEI; I B Oraculo IEC (DJ160G) - 03/08/2023 18:19:14,574 « X
600+ Calculations
7 Calculated
500

m  Diff fase

guinta-feira, 3 de agosto de 2(]23 18:19
‘ 10 ‘ 20
1 1 | | | | 1 | | | | | 1 1 |

[ ' ' ' B: 261,36 ps [ A: 52922
-10 0

a Comments




= B B File Tools Analysis1.dan - OMICRON DANEQ Control N @ _ o X

Time Signal 1 X Time Signal 2 . Signal pool

VMU

Instantaneous values

= Vi 298,05 kV

V4011 MUO1

Instantaneous values

® MUOTVAYTVTR1 296,06 kv

} | [v] = TS Locked off @
: |¥] = TsFail on @

} m TS Global off @

m TS Local off @

m TSOK off @

700 | m® W -Q-EI; (I Rl Oraculo IEC (DJ160G) - 03/08/2023 18:19:14,574 « X
Calculations

Calculated
m Diff fase

199,99 m°

: 16,632 s

" quinta-feira, 3 de agosto de 2(23 18:19
‘ 10 ‘ 20 ‘ 30 ‘ 40 ‘ 50
I 1 1 T I I r I r I 1 | | | | I 1 . 1 T I 1 r I I I 1 1 T I I r I | 1 | I | I I r I 1 " 1 T I I r I 1 I 1 1 T I 1 r I r I 1 " I I | I I r I 1 " 1 T r | T r r " 3 I
B: -1,4918 ms _ 16,632 s
-10 0 10 20 30 40 50 60

a Comments




Roadmap Solucoes de
Monitoramento OMICRON

Ll
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» Roadmap StationGuard / StationScout ° New

Nt N | PTTINLSTIIN TN AN et T T e N TR N
T S S0 = T [y = o i o LT A - o

Ca acidade
d\: enviar N =

alarmes para
o) SAGE ou |
qua\quef

outro Scada
A B SN S T ... ettt et e et e e et et et e e e e e e e ettt e e e e n e et nn et enaanaaann
A O VIS SO VT ..t e et e e e e e e e et e et e et et a e e e e m e e e e et e e e e n e et nn et nn e anaaann

5 Roadmap — MediUum Term ... .. i s s sasa s s s s s s s E s e £ e s R e s e e s e s

- e

5.7 More functional monitoring features ..................0
5.8 More detailed supervision of Sampled Values .........
TP synchronization support..............,

Atendera
a0Ss
requis-\tos
do ONS

%%
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» Roadmap StationGuard / e
StationScout Ca viar

ra
alarmes P2
N W N N T A U N R R WY oS AGE ou

qualquer
4.8 SNMP server outro Scada
An SNMPv3 server will be provided on the StationGuard sensor level including SNMP traps to indicate alert
status.
4.9 MMS server Atende"é
An MMS server will be provided on the StationGuard sensors for easy integration of alerts into SCADA a0S
systems. - . n
WW/\ﬁﬁMWWﬁMNﬁN«M N T e requisitos
5.7 More functional monitoring features do ONS

We received several feature requests for additional functional checks to be performed by StationGuard.
Based on this, we will continuously improve the functional monitoring in StationGuard.

5.8 More detailed supervision of Sampled Values

The StationGuard RBX1 hardware has all the capabilities to supervise many different parameters and the
timing behavior of Merging Units and Sampled Values communication in general.

5.9 PTP synchronization support

When the detailed supervision support for Sampled Values is implemented, PTP synchronization support will
also be added. The StationGuard RBX1 hardware is already capable of supporting the Precision Timing
Protocol (PTP) Power Utility Profile needed for this. "'

W‘\WW OMICRON 9
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» Conclusodes

» Aredundancia € necessaria mas pode mascarar
problemas de rede em uma das Lans Aou B e
somente 0 monitoramento pode apontar a falha

» Confiar no auto monitoramento dos IEDs e
Switches néo é suficiente, eles podem falhar

» Sistemas de monitoramento idoéneos e
independentes devem ser adotados em
subestacoOes digitais

» Sistemas de Monitoramento e de Cyber
Seguranca (IDS) sao complementares e devem
ser considerados

SR R e e T

v 3 . o
W L O e o N o S o g o g g g g
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» Conclusodes

» O operador ndao precisa ser um
especialista! Ferramentas dedicadas e
mais especializadas podem ser usadas
para inspecionar os detalhes de uma
falha na rede quando/depois de o
Sistema de Monitoramento alarmar.

» A OMICRON oferece solugoes de
monitoramento cada vez mais |
completas gracas ao input dos usuarios

» O que nao pode ser:

> 100% garantido (mesmo que redundante)
> 100% protegido

deve ser monitorado!

Ll
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I 'Visite-nos na Plataforma no hall de exibicao

ao

Obrigado pela atenc

OMICRON

Emotions are energy. Our energy moves.



Participe do grupo
IEC 61850 da
OMICRON no

Procure por OMICRON IEC 61850 Latinoameérica

ou acesso o link:

ou escaneie o0 QR Code ao lado
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https://www.linkedin.com/groups/9027188/
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