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Motivacao
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Facilitar o trabalho
da manutencao na
identificacdo de
erros e falhas nos
sistemas digitals
das Subestacoes

Eficiente
Expansivel

E i Interoperabilidade
ed Confiabilidade

Simplicidade

Acessivel

SIEMENS



Apresentacao
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Apresentacao

EL‘ !'

C

1: Fonte: https://sage.cepel.br/

Page 6
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O SAGE é um sistema SCADA/EMS
(Supervisory Control and Data
Acquisition/Energy Management System) de
grande porte e alto desempenho,
desenvolvido e constantemente atualizado
pelo Cepel. E utilizado por dezenas de
concessionarias de geracao, transmissao e
distribuicdo de energia elétrica no Brasil.?

SIEMENS



Aplicacoes de Supervisao ja implementadas

Utilizacao para superviséo de diversos modos de falhas dos
dispositivos de protecao:

Falhas gerais internas dos IEDs

Integridade das portas de comunicacéo

Falhas de telegramas GOOSE

Outros aspectos de rede de forma simplificada.

Utilizado em recentes projetos envolvendo tecnologia Sampled
Values, agregando maior grau de detalhes, incluindo supervisao
erros nos streams, falhas de GOOSE, dispositivos em
teste/simulacéo, e falhas de sincronismo no barramento de
processo.

Utilizacdo de SNMP para monitoramento da condicdo das portas
do switches.
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Aplicacoes de Supervisao ja implementadas

2 T T R = i e | 2 [ o) ]

|

Emacmé‘nud.«de pare a vida

indice
Unifilar Geral
Unifilar 525KV
Unifilar 230KV
Unifilar 0505
Unifilar 0505
Unifilar 05T1

Unifilar 05T2

A TopLevelShell

Ping sage1 Ping sage2

SAGE2 Hot-Standby

mmf 61850 | fog i61850 hosts
! mmf i104 log i104 eventos
Comutagio para sage2 mmf 1101 log i101 Info Cores

Comutagdo para sagel

o

ndice
Unifilar Geral
Aepari i Uaifilar 525KV
Uaifilar 230KV
Servidores Uivedunsod
IED’s - 1 Unifiler 0506
IED's -2 Unifilar 0ST1
IED's -3 Uniflar 0572
IED's -4 ||| uoiiar 001
Switches Unifilar 04F 1
Falha GOOSE Unifiter 04F2
Paralelismo
Unifilar SAUX CA
Unifilar SAUX CC
Arquitetura
Arq. IED 1
Arq, IED 2
Arq. IED 3
Arg, IED 4
Arg. SW 1
Arg. SW 2
VLAN
Falha Goose
Falha SV
Tabolar Digital

Tabular Analégico

L)

SIEMENS




Aplicacoes de Supervisao ja implementadas

*Supervisao do switch via SNMP

Page 9

alajals]
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s

oo [

emesse

13| [p14 fp1s

P17| piR| P10

ARQUITETURA_2_SW Unifilar 05D5
Unifilar 05D6
Unifilar 05T1
Unifilar 05T2

Unifilar 04D1

Unifilar 04F1

Unifilar 04F2

Paralelismo
@ l:‘ Unifilar SAUX CA
Unifilar SAUX €O
Arquitetura
192 168.3 8 | Arg. IED 1
Arg. IED 2

p14| [p15 Arq.IED 3

Arg. IED 4
Arg. SW 2
VLAN
Falha Goose

m Falha SV

PO
Tabular Digital

Tabular Comando!

REC. ALARMES

Servidores
IED’s - 1
IED’s -2
IED's -3
IED’s -4
Switches

Falha GOOSE

SIEMENS



Aprimoramentos

Monitoramento de indicacdes adicionais disponiveis nos logical
nodes de supervisao publicados pelos IEDs

LGOS LSVS LTPC
St St GmCIkClass
SimSt SimSt GmCIkAcc
DiagErr: DiagErSV: MePathDITmns
WaitingForTelegram WaitingForTelegram OfsMaster
ConfRevMismatch SampledCntJump TmSrcVal
GolDMismatch GeneralError ClkVar
DataSetReferenceMismatch Data delay error
NeedsCommisioning DiagErnSV:
DataSetMemberMismatch GlobalTimeSynch
LocallTimeSynch
GeneralError
NoTimeSynch
SmpSynchMismatch
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Aprimoramentos

*ldentificacdo dos modos de falhas de GOOSE

- 3 H - Qe G upervisao egrama
4/08 17:49:52 MND_O0OF .UCP1___.GOL1.G002 Supervisio GOCSE 1,Telaegrama nio Recebido Atuado
04/08 17:49:51 MND_OOF.UCPY___.GO4.GO02 Supervisio GOOSE 4.Telegrama nac Recebido Atuado
04/08 17:49:51 MND_O00F.05L1__ . MUP.GO13 Supervisac GOOSE 2. Telegrama nao Recebido Atuado
04/08 17:49:51 MND_OOF.05D1__ . MUP ,GOOL Supervisac GOOSE 1.Telegrama naoc Recebido Atuado
04/08 17:49:51 MND_OOF.UCP1___.GO2.GO02 Supervisao GOOSE 2.Telegrama nao Recebido Atuado
04/08 17:49:50 MND_OOF.05L1___ . MUP .GO02 Supervisac GOOSE 1.Telegrama nac Recebide Atuado

AMa tAan A AR AR s Al semnn ——— mmna — - - - -

Page 11 Unrestricted | © Siemens 2023 | SI EA | August 2023 SI E M E N S



Aprimoramentos

*ldentificacdo dos modos de falhas de Sample Values

Page 12

:58: .SV2.

:58:16 MND_OOF.UCP1__.SV2.8V16
:58:16 MND_OOF.UCP1___.SV1.

:58:16 MND_OOF.UCP1__.SV1.S8V1é
:58:10 MND_OOF.SW1PB_.P05.DEOS
:58:06 MND_OOF.UCP1_.1588.G6M01
:58:03 MND_OOF.UCP1__.SV2.5V11l
:58:03 MND_OOF.UCP1___.SV1.sV1l
:58:03 MND_50F.05F1__UCP1.2638
:58:02 MND_OOF.UCP1___.SV2.58V02
:58:02 MND_OOF.UCP1__.SV1.s8V02

.UCP1__

Unrestricted | © Siemens 2023 | SI EA | August 2023

Supervisao SV 2.Incompatibilidadde de Sincronismo SynchSrcId
Supervisdo SV 2.Sem Sincronismo de Tempo

Supervisdac SV 1l.Incompatibilidadde de Sincronismo SynchSrcId
Supervisdao SV 1.Sem Sincronismo de Tempo
MND.O.SIST.SW1-PB-P5

IEEE 1588.GM clock accuracy

Supervisdo SV 2.Atraso Excessivo

Supervisdo SV 1.Atraso Excessivo

MND.500.05F1.0UCP1.Sample Values

Supervisdo SV 2.Telegrama ndao Recebido

Supervisido SV 1l.Telegrama nao Recebido

Atingiu limite s
Nao
Nao
Normal
Normal
Normal

SIEMENS



Aprimoramentos

Informacdes adicionais na tela de diagnostico

Page 13

Status Comunicacao
GPS Falha FTP
Baleria

Memora

Goose

Sample Value

Modo Teste

Modo Simulacao

Falha Sincronismo Sample Yalue
GPS em Glahal
# GPSem Local

GM Clock Accuracy
GM Clock Class

Legenda Clock Accuracy
33 Precisao » 100ns

34 Precisao » Z30ns

33 Precisao = 1ps

36 Precisdo = 2.5§s

37 Precisao = 10s

Legenda Clock Class

006 Fonte de Sincronismo GM GHS3

007 Fonte de Sincronismo GM em Modo Holdover
052 Fonte de Sincronismo GM Oscilador Intermo
253 Fonte de Sincronismo Invalido

Unrestricted | © Siemens 2023 | SI EA | August 2023

Informacoes relevantes pra
diagnoéstico da falha

* Indicacbes de falhas SV e GOOSE

* Indicagdes do estado do sincronismo de tempo

* Indicadores de Precisao e Classe do sinal PTP

SIEMENS



Aprimoramentos

*Informac0des adicionais na tela de diagnostico via SNMP

Comunicacao Canal 1 {PROCESS BUS)

Temperatura Canal 1 {PROCESS BUS)
Poténcia Canal 1 {PROCESS BUS)

Informacoes relevantes pra
diagnostico da falha

* Indicac¢des da temperatura do médulo SFP

* Indicacéo da poténcias das portas

Page 14 Unrestricted | © Siemens 2023 | SI EA | August 2023 SI E M E N S



Ferramentas de apoio na localizacao de falhas
Siemens Supervisor

Visualizacédo grafica de links GOOSE e Sampled Values presentes no arquivo de configuracdo SCD.

e SIEMENS
IEC 61850 Supervisor 3.10

n muam

PB PRINCIPAL

IED Subscribers and ControlBlocks

»
d-P B O
w  MUPMNZ_5L1

PMN2_5L1 I fl muPmNz_sL1 ~w  PMN2_5L1/Application/LLN0/GO/Control_DataSet
MUPMN2 5D1 Controlblock Information
MUPMN2_5L1 -

muPMN2_5D1 ] RanzRl

PMNZ_5L1/Application/LLND/GOI/Control_DataSet_1

P  mMuPMN2_5D1

P PmNz 5L

SIEMENS
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Ferramentas de apoio na localizacao de falhas
Siemens Supervisor

SIEMENS

e IEC

PE PRINCIPAL

»
D Subscribers and ControlBlocks

am ﬁ + ELDETEETe @
P mMuPMNZ_5L1

PMN2Z2_5L1 MUPMN2_5L1 w  MUPMN2 5D1
MUPMMZ2 511 MUPMN2_501 w PMN2_5L 1/ApplicationLLNO/GOIControl_DataSet_1
I PMNZ L1 Controlblock Information

MUPMN2_5D1
clel(n) PMMNZ_SL1Application/LLMNO/C ontrol_DataSet 1
Dataset PMMNZ_SL1Application/LLMNOSDataSet 1
Superisor_Path : MUPMMNZ_SD1ComSupenision_GO0SE/LGOS1
ConfRey 70001
. . = . . Ve . . . g ~ . MACAddress 01-0C-CD-01-00-34
* Visualizacao online permite rapida identificacéo do link em falha gD
WLAR_ID aoo
WILAR_Priotity 5

* Indicag&o do atributo divergente —_

w  MUPMN2_5L1/Application/LLNDO/GOIControl_DataSet

Controlblock Information

clolln) MUPRMNZ_SL1fApplicationiLLMOSC ontral_DataSet
Dataset MUPWNZ_SL1ApplicationfLLNO§DataSet
Supervisor_Path ; PMNZ_SL1 ComBupenvision_GO0SELG OS]
ConfRev 260001

01-0C-CD-01-00-30
ApplD 4144

LAR_ID uo
WLAM_Priority 4

P MUPMN2_SD1iapplication/LLND/GO/Control_DataSet
P MUPMNZ_SL1mpplicationLLNO/GOIControl_DataSet_1

» MUPMHN2_5D1/ComSupervision_GOOSELLND/GO/Control_DataSet ~

SIEMENS
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Ferramentas de apoio na localizacao de falhas
Siemens Supervisor

Supervision Attributes

Supervision Attributes i Supervision Name: LGOS

L]
1 Supervision Name: L8VS2
Attribute Offline Online
GolD PMN2Z_5L1/Application/LLNO/Control_DataSet PMMN2Z_5L1/Application/LLMO/Control_DataSet_.

Attribute Offline Online
PMN2_5L1Application/LLN0SDataSet PMMN2Z_5L1Application/LLNOSDataSet

SmviD MUPSAY_E_ST1 MUPSAY_E_ST1_99
1080001 1100001

MUPMNZ_5D1Mod2_MU1/LLNOSPhsMea. MUPMNZ_5D1Mod2_MU1/LLNOSPhsMea. Control_DataSet Control_DataSet

20001 100002 DstAddress$Addr 01-0C-CD-01-00-33 01-0C-CD-01-00-33
MUPMN2_5D1 MUPMN2_5D1 DstAddressSPRIORITY

DstAddressSAddr 01-0C-CD-04-00-21 01-0C-CD-04-00-21 DstAddressSVID

DstAddress$PRIORITY DstAddressSAPPID

DstAddresssVID

DstAddressSAPPID

Process MNotAvailable

Process OK

RL1[ICD-421-7S-R105-V0 for firmware R409-V0 or higher] 192.168.1.11 Process oK
MU1[ICD-401-R006-VO for firmware R409-V0 or higher] 192.168.1.12 Process NotAvailable

MU2[ICD-421-7P-R105-V0 for firmware R408-VD or higher] 192 168 1 13 Process MotAvailable

Page 17 Unrestricted | © Siemens 2023 | SI EA | August 2023 SI E M E N S




Ferramentas de apoio na localizacao de falhas
Interface Webpage

Overview
Health
Module Info
Network Status
Application Diagnosis
Network Protocols
IEEE 1588 HiAcc
Redundancy Protocol
PRP

Communication Protocols

IEC61850
IEC61850 - GOOSE
PB-MU

Page 18

Rx Statistics

Rx ComLink Error

Subscriber

Subscriber
Control block
Dataset
Goose ID

App ID

MC Address
Conf. Revision
NeedsCom
Signal Counter

Rx Counter
RxLost Counter
Rx Mismatch Counter
SimSt

St

Subscriber
Control block
Dataset

Goose ID

App ID

MC Address
Conf. Revision
NeedsCom
Signal Counter

Rx Counter

RxLost Counter

Rx Mismatch Counter
SimSt

St

Application Diagnostic > IEC61850 - GOOSE

1
PMN2_5L1Application/LLN0$GO%$Control_DataSet
PMN2_5L1Application/LLNOS$DataSet
PMN2_5L1/Application/LLNO/Control_DataSet
4147

01:0c:cd:01:00:33

1080001

0

38

0

0

2
PMN2_5L1Application/LLN0$GO%$Control_DataSet_1
PMN2_5L1Application/LLNO$DataSet_1
PMN2_5L1/Application/LLNO/Control_DataSet_1
4148

01:0c:cd:01:00:34

70001

0

38
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Overview
Health
Module Info
Network Status
Application Diagnosis
Network Protocols
IEEE 15388 HiAcc
Redundancy Protocol
PRP
Communication Protocols
IEC61850
IEC61850 - GOOSE
PB-Client

PTP General

PTP enable

PTP profile
Transport protocol
VLAN tag

Channel live state
Clock type

Port state

Slave Clock

General

Slave dock ID

Domain number

Path delay mechanism
Two step flag

P2P request interval
Announce receipt timeout
Servo status

Offset from master

Peer mean path delay

Current Master Clock Info
Master clock ID

Port number

Two step flag

GM priority 1

GM priority 2

GM clock class

GM clock accuracy

GM clock ID

Current UTC offset
Current UTC offset valid
Time traceable

Time source

Last Synchronization
Sync channel

Sync seq ID

Date

Time UTC

Sync CF

Follow_up CF

Application Diagnostic > IEEE 1588 HiAcc

Yes

IEC 61850-9-3:2016
Layer 2 Multicast
Mot Supported

On

OC Slave Only
SLAVE

B4:B1:5A:FF:FE:09:B6:79
i

Peer-to-Peer

True

1000

3000

Locked

—350

CH1

1431

F8:02:78:FF:FE:10:73:B8
1

True

128

128

6

33
F8:02:78:FF:FE:10:73:B3
37

True

True

GNSS

CH2

26491

2023-08-08
11:29:09.718438808
10553

0

milliseconds
milliseconds

nanoseconds

nanoseconds

seconds

yyyy-mm-dd
hh:mm:ss.nanosec
nanoseconds
nanoseconds

SIEMENS




Ferramentas de apoio na localizacao de falhas
Interface Webpage

Application Diagnostic > PB-Client

PB-Client Status PB-Client Sync Status PB-Client Config

Stream information :

SV_ID
-00:30 MUPSAX E_ST1
-00:31 MUPSAY E_ST1

Stream SmpRate
v} 4300
1 4300

APP ID CONF EEV DMAC
0x403F 90001 01:0c:cd:04
0x4040 90001 01:0c:cd:04
Channel information : Application Diagnostic > PB-Client

SMV decoder errors :
ch seglcoDewv stream enabl
o x
Packet not completed

Ho ASD0 header found

Ho mew ASDU after inwalid S5WVID found

Ho COMFEEWV found

Ho EMPSYNCH found (and noe sample data teoo)

Ho EMPSYNCH found (sample data follow CONFEEV)
Ho SMPDATA found after CONFREV

CONFEEV did not match

Ho EMPCHT found

Ho TIMESTEMP/ASDUT END found

Ho APDU END found

Packet ended during DMAC field

V]
1
2
3
4
5
&
g
3

HFEERRROODOOQOQOQ
MOoM MO OMOMMMMMMM

ASN.1 error :

Error detected for APP ID:0x0000
Common length error

ASDT structure length error
ASDT sequence length error

POT length errcr

Page 19 Unrestricted | © Siemens 2023 | SI EA | August 2023

Application Diagnostic > PB-Chient
ETH Switch Status :

Internal PORT

[x] Enable Receiwver

[x] Enable Transmitter

[ 1 Disable CAM Multicast Filter (all Multicaats are transmitted)
2321 Beceiwved Packets

4 Transmitted Packets

PORT A
Enable Transmitter
Enable Receiwver
Enable forwarding from Port B
Block non IEEE Multicast Address forwarding to internal Port
Block transmitting all packets of Port A (except RSTP, IEEE1588, and LLOP packets)
Receiwved Packets
Transmitted Packets
Packetes with symbol error
Packets length errcr
Packets FCS5 arror
In FEP mode: HNumber of packets with LAN A identifier at Port A
In HSE mode: reserved
Im PEP mode: Humber of packets with LAN B identifier at Port A
In HSE mode: Number of telegrams which are not forwarded since they are duplicates

=]

PORT B
[x] Enable Tranamitter
[x] Enable Receiwer
] Enable forwarding from Port A
] Block non IEEE Multicast Addreas forwarding to internal Port
] Block transmitting all packets of Port B (except RS5TP, IEEE15%8, and LLDP packets)
FBeceiwved Packets
Transmitted Packets
Packete with symbol error
Packets length errcr
Packets FCS5 error
In FEF mode: HNumber of packets with LAN B identifier at Port B
In HSE mode: reserved
In PEP mode: Humber of packets with LAN A identifier at Port B
Im HS5E mode: Humber of telegrams which are not forwarded since they are duplicates

SIEMENS




SIEMENS

SINEC NMS - Network Management System
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Ferramentas Opcionais




Ferramentas Opcionais
SINEC NMS - Network Management System

Vantagens

Reconhecimento automatico da topologia
de redes via SNMP

4 @ =Dy

Identificacdo visual e alarme de ocupacéo
dos enlaces.

Facil identificacéo das VLAN’s associadas
a cada enlace atraves pointer pop-up.

Facilitador nos testes de Fabrica e
comissionamento e agrega funcdes de
monitoramento para operacao.

Ewvent class Time stamp 5
ng
thing
rming
rhing
thing
ing
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Resultados
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Falhas identificadas

Testes de falhas nas mensagens GOOSE, SV e PTP.
Auséncia de mensagens
Mensagens corrompidas
Mensagens com atributos divergentes
Atraso excessivo
Mensagens em teste/simulacao
Auséncia ou alterac6es no modo do Sincronismo

Page 23 Unrestricted | © Siemens 2023 | SI EA | August 2023

Presenca de mensagens nao previstas

Mensagens GOOSE ou SV nao previstas no
SCD nao afetaram o comportamento dos
|IED’s.

Qualquer equipamento novo conectado a rede
causa alarme pela supervisao das portas

Mensagens nao assinadas podem estar
presentes no SCD e ndo necessariamente
configuram erro.

SIEMENS



| Obrigado

Jorge Damasceno

Siemens S| EA TIP&AE
Smart Infrastructure
Electrification & Automation
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