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2"iILTF B5.02 Survey & Paper

A review of international industry
practices for specification of functional
requirements of protection, automation
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and control

lony PATRIOTA DE SIQUEIRA [A)*, N.U. FAAROOQUI[B], N.K.C. NAIR [B]
On behalf of CIGRE Task Force B5.02

CIGRE SCIENCE "Tecnix Engineering and Architecture Ltd, Brazil
& ENGIN E ER' NG BlUniversity of Auckland, New Zealand

o Replies from 135 experts in 97 companies from 42 countries
o [ack of formal methods for specification of functional requirements
o [EC 61850 is the de-facto standard for designing PAC systems

e Any new PAC Requirement Language should be:

integrated to IEC 61850, readable by humans and computers, understandable by
NnoN-expert users, formal and compilable to design languages




Engineering Design Cycle

Engineering Design Cycle

Waterfall Engineering Cycle
V-Model Engineering Cycle

Agile Engineering Cycle

Engineering Specifications
PAC Engineering Process
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S \Waterfall Engineering Process

What a system should do

How the system should be built

WhICh technologies to use
Flnal functional tests
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Maintenance tests
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ﬂ V-Model Engineering Cycle

Verification & Validation

What it should do ‘&3@
- Verification & Validation

How it should be built

Verification
& Validation

Verification
2\ & Validation

Which technologies to use

Final commissioning



Agile Engineering Cycle
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Engineering Specifications
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Intended functionalities eé\gx\o,&&\oo
and performance levels 69?’0\

Compiled requisites of :
the user requirements N
Recipe for building the
functional specification
0,

Final as-built configured
specifications
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ﬂ IEC 61850 Engineering Process and Tools

System o
Exchange
Description

Capability
Description

Instantiated
IED
Description
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;‘ IEC 61850 Engineering Cycle with User Requirement
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Exchange
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Description
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Domain Specific Language

Lexicon Definition

Syntax Definition
Semantics Definition
Pragmatics Definition




‘ Lexicon Definition

o Definition
— The vocabulary or symbols (lexemes) used by a language
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e Components
—Characters: A...Z,a...72,0...9
= Delimiters: O)[K).,;/=
—W/ecabulary: seqguence off characters
=NUmbers: seguence of digits
B KeywordS' With' predefined meaning
—Operators P> < = X

—cOmn'%h SEe ¥/ or /f




“ﬁlSyntax Definition

= o Definition

6))

—CE) — Set of rules to combine the symbols in well-formed phrases
=

e Components
— systems, messages, data, timing, temporal logic

e Metalanguage
— BNF:

TYPE & systemName

SYSTEM i systemName HAS | events m ; mdatam ; END




*‘%I_Syntax Example
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SW11 SW12

TR1
SW21
CT2

BRK1

CTl

BRK2

SW22

SYSTEM Bay HAS
SYSTEM Transformerl HAS

EVENT Internal-Short-Circuit-to-Ground;

EVENT Internal-Phase-Short-Circuit;

EVENT Inter-Turn-Coil-Short-Circuit;

EVENT Bushing-Ground-Short-Circuit;

EVENT Bushing-Phase-Short-Circuit;

DATA Phase-Current;
DATA Phase-Voltage;
DATA QOil-Temperature;
DATA Capacity;

END;

SYSTEM Breakerl HAS
EVENT Opening;
EVENT Closing;
DATA Position;
DATA Gas-Pressure;

END;

SYSTEM Breaker2 HAS
EVENT Opening;
EVENT Closing;
DATA Position;
DATA Gas-Pressure;

END;

SYSTEM CT1 HAS
DATA Current;
END;

SYSTEM SW11 HAS
EVENT Opening;
EVENT Closing;
DATA Position;

END;

SYSTEM SW12 HAS
EVENT Opening;
EVENT Closing;
DATA Position;

END;

SYSTEM SW21 HAS
EVENT Opening;
EVENT Closing;
DATA Position;

END;

SYSTEM SW22 HAS
EVENT Opening;
EVENT Closing;
DATA Position;

END;

SYSTEM CT1 HAS
DATA Current;
END;
END;

BUS2




‘ Semantics Definition

e Definition

— Set of rules to specify meaning and behavior to any well-formed
construct or phrase
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e Format

— Informal — natural language description (like TEC 61850)
= Structural — hierarchy and INAErtaNCErBIForganZzational Elements
—SAXIematic — dynamics off events and data transiermation

Temporal Temporal
Logic Automation Logic

Expression Expression

<Scope>

)
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I Semantics Example

Automationl

Transformer SW21 Breaker2 SW22

SW11 Breakerlswi?2 CT1 CT2
LTT—@—T . BUS2

Automation2 Automation3

®
Operator 4@/
g

SYSTEM Automationl HAS
EVENT Trip;
EVENT Close;
EVENT Alarm;

END;

SYSTEM Automation2 HAS
EVENT Trip;
EVENT Close;
EVENT Alarm;

END;

SYSTEM Automation3 HAS
EVENT Trip;
EVENT Close;
EVENT Alarm;

END;

SYSTEM Operator HAS
EVENT Open;
EVENT Close;

END;

AFTER Transformer.Internal-Short-Circuit THEN
Automationl.Trip TO Breakerl MUST OCCUR BEFORE A DELAY OF 100 ms,
Automation2.Trip TO Breaker2 MUST OCCUR BEFORE A DELAY OF 100 ms;
AFTER Transformer.External-Short-Circuit THEN
Automationl.Trip TO Breakerl CANNOT OCCUR BETWEEN A DELAY OF 0 ms
AND A DELAY OF 100 ms;
AFTER CT1.Current > Transformerl.Capacity THEN
Automationl.Trip TO Breakerl AFTER A DELAY OF 100 ms,
Automation2.Trip TO Breaker2 AFTER A DELAY OF 100 ms;




S Pragmatics Definition

- - .
£ o Definition
0p)
_cE: — Set of available methods and tools for the practical use of the
= language

e Components
— DSL Development Environments
— Reqguirement Development Environments
— Interpreters and Compilers
— Standard Library Modules
— Application Profiles & Templates




i"il ‘Compilers and Interpreters
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= DSL

= Requi t

o equiremen |

= Templates €= Language > |ibrary

Requirement

------*

Specification

Compiler or _
Interpreter

1SOI1EC 61850 w 1SOIEC 61970 | | 18O IEC 61499 | | 80 IEC 61113
[ [ [ [

SCL/XML CIM/XML ST/XML ST/IL
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XText Language Development Environment

*

& PacDsl - orgxtext.example.PacDsl/sro/org/xtext/example/mydsl/PacDsl.xtext - Eclipse IDE
! Fle Edit Mavigate Search Project Run Window Help
0 - BNt O QiE @
I<] PacDsl.xt
42 PacDslxtext
Event: "Event” =Tdorstring (array ?=
% orgatextexample 15 Data: "D string (array ?= ' U= Precede
EventReference : EventRefer | EventRe )
Exactly
. DataReference DataRefer | DataRef:; . -
;orgﬂeﬂexampm 1 EwventRefer : {EventRefer} [Event|Idorstring] (array "[" (Lengt After
org.dext.example DataRefer : {DataRefer} name=[Data|Idorstring] (array ?= '[" (Length=T Before
= org.xtext.example EventRef : {EventRsf} n otEXpress ("to' Destination+=DotExpress Between
DataRef : {DataRerf} i H Repet[‘tign
Fact:

org.text.example
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Occurrence
Last
Delay

{Reguisites} | (HameRequisite+
=Idorstring 'needs' (','")? HameScope=Scope
RequisiteRef;
{Input} (HameScopebody=Scopebody) ; Number
pebody @ {Scopeb Probability
: ‘tim DotExpression
EntityRef
it ionPr RequisiteRef
Betwe QualifiedMame

(
|
|
|
|

Problems @& Javadoc |:_, Declaration & Consale |} Xtext Syntax Graph




;%ILDSL Requirement Development Environment

(=] Java - Specification1/src/Spec2.pacds! - Eclipse Platform
File Edt Navigste Search Project Run Window Help

- SiINIBrOYQiE G

() Project Explorer 3 - Spec2pacdsl 2 * O | 8= Outline 2
SYSTEM Transformerl HAS d
EVENT 1 v H e
4 & Specification! I’VZH‘: 2 Breaker!
A T

» . - - ; '® Breaker2
s @ < EVENT )

Spec2.pacdsl EVENT Bus?
B JRE System Library [JavaSt EVENT Bus
-gen DATA Phase_|
systems DATA Phase_Voltage:
X Automationxml DATA 01l Temp
Breaker1xml DATA Capac:i
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Breaker2xml

CTixml

CT2xml (ST Au n AUT ion e nd dat 12 Transformerl

Operatorxml EVENT 2 Internal_Short_Circuit_to_Ground

Wl EVENT Close: 1% Internal_Phase_Short_Circuit

SW11ami END: 1% Inter_Turn_Coil_Short_Circuit

SW12uml 1% Bushing_Ground_Short_Circuit

SW2aml ST Cpe;:: Ope koo 2 Bushing_Phase_Short_Circuit
EVENT Ope LT

::'::;;lml EVENT Close; : ::':-5:::::

W22 xmi END: .

X, Transformer!xml e 12 Oil_Temperature

rulesxml

X
X
X
X
X
X
X
X
X
X
X

Autos i ) e Capacity
ANYTIME THEN Automation.Open TO Breakerl MUST OCCUR EXACTLY ms AFTER I Automation
ALSO BEFORE 8 OCCURRENCE;
AFTER Transfo n _Sh u J 1% Open
ALSO BEFORE THE NEXT OCCURRENC '% Close
BETWEEN Transformerl.Internal_Short_Circuit_to_Groun 1 Iz *& Operator
No templates available. ALSO BEFORE THE NEXT OCCURRENCE: Automation
ER NOT ((Breakerl.Opening OR Breaker n n n < Rule
ALSO BEFORE THE NEXT OCCURRENCE: ¢ Scope
< 4 Specification
4 Rule
4 Rule
0 tems 4 Rule
Description

(%! Problems I3

<
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Applications

Documentation

Validation
Testing
Verification
Model Checking
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Documentation

POWER SYSTEM
SUBSTATION & POWER PLANT
FUNCTION
SERVER

ASSOCIATION SYNCHRONIZATION

LOGICAL DEVICE Specification

RCB/LCB 1 SETTINGS

Specification

DATASET

Measured Values

inRef (Input reference)

SYSTEM PIOC TYPE CmmonLN HAS
SYSTEM Str TYPE ACD HAS END; // Start : Optional
SYSTEM Op TYPE ACT HAS END; // Operate
SYSTEM OpCntRs TYPE INC HAS END; // Resettable operation counter
SYSTEM StrVal TYPE ASG HAS END; // Start value : Optional
WHEN Str.phsA IS TRUE AND Str.dirPhsA IS “forward” THEN Op.phsA IS TRUE;
WHEN Str.phsb IS TRUE AND Str.dirphsb IS “forward” THEN Op.phsb IS TRUE;
WHEN Str.phsc IS TRUE AND Str.dirphsc IS “forward” THEN Op.phsc IS TRUE;
WHEN InRefl.setSrcRef IS TRUE THEN Op.general IS TRUE;

END;

Status Information

Str (Start)

PIOC Op (Operate
Logical Node RS )

Controls
OpCntRs (operation counterT

Settings
StrVal (Start value)



Validation

Verification
(Proofing)

Testing
(Simulation)

Checking that the system
behaves as expected for

all conditions, before
Implementation

Checking that the system
behaves as expected for

some conditions, after
Implementation
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I Verification / Testing
—
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Verification Testing

Proof that the Simulate the
system behaves as system for some
expected for all possible conditions

possible conditions




S 1EC 61850 Model Checking
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